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1. SCOPE

This SAE Aerospace Information Report (AIR) describes the Architecture Framework for Unmanned Systems (AFUS).
AFUS comprises a Conceptual View, a Capabilities View, and an Interoperability View. The Conceptual View provides
definitions and background for key terms and concepts used in the unmanned systems domain. The Capabilities View
uses terms and concepts from the Conceptual View to describe capabilities of unmanned systems and of other entities in
the unmanned systems domain. The Interoperability View provides guidance on how to design and develop systems in a
way that supports interoperability.

1.1 Purpose

The purpose of this Aerospace Information Report is to communicate to the unmanned systems community a common
set of principles, terms, concepts, patterns, structures, and guidance for creating system architectures that include or

interact with unmanned

systems

1.2 Overview

The approach of the Unmanned Systems Committee to the generation of the Architecture Fra
Systems has evolved dver the history of the Framework. From initially approaching)the Fram
identify individual capabilities, needed immediately, the committee now approaches the Frame

addressing the Unman

d System as a whole. As Unmanned Systems gain aceeptance, the focy

moved from individual gystems to systems of systems. Finally, as the abilities/of Unmanned Sy
necessary to ensure that the capabilities described herein are supportive of more autonom

enabling the teleoperatg

Autonomy is an emerg
characteristics of this H
human intervention. Ay
permit them to perform
operator (human) to cq
vehicles may work toge
to what action to take wi

Expanding markets for
recognizes this fact and

1.3  Field of Applicatio

Fields of application of
areas such as communi

d systems.

ent property of this Framework. For an utimanned system to be auton
ramework for the system to be somewhat self-aware and to complete
tonomy is key and critical to the futureZof unmanned systems as end ug
pther tasks while still making the major decisions of the task/mission. The
ntrol multiple unmanned systenis-” For example in port security, multi
her monitoring a port or ship,-only needing a single security person to m
hen a security anomaly is detéected.

continues to include the necessary characteristics in this Architecture Fra

N

AFUS include unmanned systems of all classes, command and control (C
cations, safety, security, sensors, manipulators, and simulation.

unmanned systems.are demanding increased autonomy characteristicq.

mework for Unmanned
bwork with the intent to
work with the intent of
s of the Framework has
stems grow, it has been
bus systems, while still

bmous, it takes multiple
its task/mission without
ers desire systems that
re is a need for a single
ple ground and surface
bke the final decision as

The AS-4 committee
mework.

2) systems, and related

1.4 How to Use

This Architecture Framework has several uses:

e to provide backgrou

to provide a commo

nd information on unmanned systems to a variety of readers;

n set of semantics for the vocabulary;

to provide a base set of behaviors common in unmanned systems;
to provide guidelines for developing systems that are interoperable; and

to provide a set of capabilities from which unmanned systems requirements can be derived.

to provide a common vocabulary for understanding standards, specifications, and designs for unmanned systems;
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AFUS is intended to serve as a companion document to other Specifications published by AS-4. As such, it gives
additional and supporting information to system procurers and specifiers, designers, program managers, standards
writers, and other readers that require a more thorough understanding of the Specifications.

1.5 Acknowledgements

Development of this report was supported in part by U.S. Army Aviation and Missile Research, Development, and

Engineering Center contract W31P4Q-05-A-0031/0008.
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epartment of Defense,

Geophysics Online May

shed. Technical report,

ccess control. In Asian

gia 38 509-529.

tributes of the entity.
o signals.

nhotion.

ADDRESS: A unique idé

AGENT: An entity that can act on behalf of another entity.

ALTITUDE: The distance above a reference surface measured normal to that surface. Altitudes should not be measured
along extended body radii, but along the direction normal to the geoid; these are the same only if the body is spherical.
Common surface references include Mean Sea Level (MSL), above ground level (AGL), and above sea floor (ASF). See
also: ELEVATION, HEIGHT, DEPTH.

AMBIENT AUTHORITY: A property of an authority scheme where merely possessing an authority is sufficient, explicit
selection is not necessary.

ANGLE: A measure of the geometric figure formed by the intersection of two lines or planes. Structures containing the
word 'angle' should include origin and relevant sign conventions where applicable.

AREA: The lines that make up its boundary. In a raster world model, it is represented as a collection of grid cells. In a
vector world model, it is represented as a collection of lines.
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AUTHENTICATION SCHEME: Processes and mechanisms used to establish an entity’s identity as genuine, usually by

means of exchange of ¢

AUTHORITY SCHEME:

redentials.

A mechanism to grant, revoke, and evaluate the authorities of an entity.

AUTHORITY: A mechanism to assure an entity that another has permission to access or control, often involving

credentials.

AUTHORIZATION: The

delegating, granting or revoking of rights to a principal.

AUTONOMY: The condition or quality of being self-governing. [NIST-ALFUS]

AXIS SYSTEM: The set of (usually three orthogonal, right-handed) axes of a coordinate system. All axis systems must be

orthogonal.

AXIS OF SYMETRY: A

AZIMUTH: One of two
normal to the principal
direction of the principa

point of zero azimuth myist be defined in each case.

BALLISTIC: Relating to
gravity. [WORDNET]

BASE: A measure to be

BATHYMETRY: The md
such measurement, esp

BATTERY: A source of
BAY: A compartment.

CHARACTERISTIC: A g
CLEARANCE LEVEL: A
COLLABORATION: Th

coordinates or their man
each could have alone).

straight line with respect to which a body or figure is symmetrical.
angular measures in a spherical coordinates system. Azimuthfis'measu

axis, with increasing azimuth following the right hand rule ‘Convention
| axis. [NASA-PSD] adopts the convention that an azimuth)angle is nev

or characteristic of the motion of objects moving.under their own mom

added to a value. [NASA-PSD]

asurement of the depths of oceans, seas, or other large bodies of water;
. as compiled in a topographic map., [DICT07]

blectrical energy.

rominent attribute-er.aspect of something; a distinguishing quality [WORD

measure ofihe trustworthiness of a principal. [MILLERO3P]

euver(s), or by acquiring intelligence to perform a mission synergistically

red in a plane which is
relative to the positive
br signed negative. The

entum and the force of

or the data derived from

NET]

e process~by which multiple systems jointly work together by sharing data, such as their

i.e., perform better than

COMPONENT: (1) The part of a vector associated with one coordinate. (2) A constituent part. [NASA-PSD]

CONSTANT: A value that does not change significantly with time. [NASA-PSD]

CONSUMPTION: The u

CONTRAST: The degre

sage of a consumable. [NASA-PSD]

e of difference between things having a comparable nature. [NASA-PSD]

CONTROL: Permission to access an entity and alter some or all of its state.
COORDINATE SYSTEM: Defined by an origin, axes system, position system, and rotation system.
COORDINATION: The ability for unmanned systems to work together harmoniously through collaboration data such as

mission or task plans, coordinates of maneuver(s); a common way is for a superior to coordinate the task execution of the
subordinates to accomplish the missions.
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CORRELATION: (1) Mutual relation of two or more things, parts, etc. [DICTO07]

COUNT: A numeric value indicating a current total or tally. The word count is implied by the use of plural descriptor words
such as lines, bytes, or bits. [NASA-PSD]

CREDENTIALS: A unique set of encoded data assigned to an entity that allows the entity to authenticate itself (with help

of an issuing entity) to o

ther entities. The entity’s name is usually encoded in its credentials.

DEPTH: The distance below a reference surface measured normal to that surface. The reference surface is usually actual

sea level for use by und

ersea vehicles. See ALTITUDE.

DESCRIPTION: A free-form character string that provides a description of the item identified. [NASA-PSD]

DESIGNATOR: A repre

sentation of a resource’s existence and how o access it

DEVIATION: Degree of
DISCOVERY: The mec

DISCRETIONARY: A p
other principal.

DISTANCE: A measure
to specific types of dist
linear separation. See 4

DURATION: An amour
measure of the time du

EJECT: To throw off or
ELECTROMAGNETIC:

ELEVATION: (1) The d
point on the physical su
bottom of an entity. Se
and negatively on a gr
reference plane, and
AZIMUTH.

EMISSION: Act of send

’

deviance. [NASA-PSD]

hanism of learning the existence of entities on one or more communication
operty of an authority scheme that allows a principal to gramt authority th
of the linear separation of two points, lines, or surfaces. See also ALTITU
ance. The use of the word 'distance' supersedesrthe use of the word R

|so: RANGE.

t of time, not associated with any points on a time scale. [NASA-PSD
ing which a condition exists."

cause to be detached.

Observation of heat (IR), light, radio frequency radiation, and magnetic fie
stance above a reference surface measured normal to that surface. Eley
Iface of a body measured above the reference surface; height is the dista
b also: ALTITUDE./(2) An angular measure in a spherical coordinate syst

at circle normal*to the azimuthal reference plane. The zero elevation pqg
ositive elevation is measured towards the direction of the positive p

ng something out into air or space.

segments.

at it possesses to some

DE, DEPTH, which refer
ANGE as a measure of

defines duration as "a

ds.

ation is the altitude of a
nce between the top and
em, measured positively
int lies in the azimuthal
rincipal axis. See also:

EMITTER: Device capable of emitting.

END EFFECTOR: The last link of a manipulator, often modular to accept various tools or instruments.

ENERGY CONVERSIO

N: The transformation of energy of one type to energy of another type.

ENERGY SOURCE: A physical mechanism that produces power for a platform, often consuming fuel in the process.

ENGINE: A device for converting thermal energy into mechanical energy or power to produce force and motion. [DICTO07]

ENTITY: A discrete object possessing an identity. Entities usually have self-contained communications and computation
resources. An entity is unique within a domain.

ENVELOPE: A set of propulsion, pose, and kinematic limits within which mobility is considered safe to a platform.
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ENVIRONMENT MOTION: The relative motion of the environment that affects the motion of the platform.

ENVIRONMENT: Generic, natural conditions; e.g., weather, climate, ocean conditions, terrain, vegetation; modified
environment can refer to specific induced environments; e.g., dirty battlefield environment, nuclear/chemical/biological
environment, etc. Environment includes those conditions observed by the system during operational use, standby,
maintenance, transportation, and storage.

EPOCH: A reference against which the occurrences of the scale interval can be measured, often given as a time tag.

[NASA-PSD] defines epoch as "a specific instance of time selected as a point of reference."

ERROR: The difference

EVENT: An occurrence

between an observed or calculated value and a true value. [NASA-PSD]

at a specific location and point in time, past or future.

EXISTENCE: Knowledg

EXCLUSION ZONE: A
region of a mobility platf
be specified inside of ar

EXPECTATION: The ds

EXTENTS: The set of
given space.

FACTOR: A measure by

FEATURE CLASS: A ¢
world model knowledge

FIRST: An indication of
be out of order or discor

FORMAT: A specified o

FRACTION: The non-infegral part of a real-number. See also: BASE. [NASA-PSD]

FREQUENCY: Tate of ¢ccurrence-0f past and/or future time tags; the number of cycles completg

in unit time. [NASA-PSO

FUEL: Stored energy.

e of a resource and how to access it.

2D or 3D region, often represented as an n-sided polygon, that specific
prm such that the platform is not allowed to travel inside the defined area.
Operating Zone; e.g., an island lies in the center of the operating zone.

gree of probability that something will occur. [DICTO07]

neight, width, and length measures of a given space; the three-dimensi

which another measure is multiplied or divided. [NASA-PSD]

lassification assigned to geographic features; a means of differentiating
store.

the initial element in a set or.sequence. As with minimum and maximum, t
tinuous. [NASA-PSD]

- predetermined arrangement of data within a file or on a storage medium.

]

ally bounds the allowed
An exclusion zone may

pnal bounding box of a

types of data within a

he values in the set may

[NASA-PSD]

d by a periodic function

FUEL CAPACITY: The amount of fuel that can be stored.

GEOREFERENCED INFORMATION: The coordinates of the origin of an object with respect to a world coordinate

system.

GOAL: A result or state to be achieved or maintained.

GRANT: To give or dele

gate a right to a principal.

GRID EXTENT: The number of rows and columns of the grid.

GRID RESOLUTION: The size of each grid cell.

HARDPOINT: A location on a platform that is capable of carrying external stores.
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HAZARD: Any object, environmental characteristic, internal function, or internal hardware and software component that
has the potential to interfere with the proper functioning of the unmanned system, or that degrades the probability of
success of the system’s goal.

HOST PLATFORM: A manned or unmanned platform from which a remote system may be launched or recovered.

HEIGHT: The vertical distance between a point and a reference datum.

HYDROGRAPHY: The science of the measurement, description, and mapping of the surface waters of the earth, with
special reference to their use for navigation. [DICTQ7]. See also: BATHYMETRY.

IDENTITY: A set of distinguishing characteristics of an entity that makes it distinct from other entities. Identity must be
unique within a domain.

INDEX: An indicator of gosition within an arrangement of items. [NASA-PSD]

INTERVAL: A duration ptarting at a time tag, marking a finite continuous range on a timeyscalg. [NASA-PSD] has two
definitions; AFUS uses '[1) The intervening time between events."

JERK: The third derivatiye of pose with respect to time, referred to as pose-dot3.
JETTISON: See EJECT
JOINT: A point of articulption between two or more parts of a body1.

KINEMATIC LIMITS: THe minimum and maximum motion allowed\fer a body. For instance, a bogly may require very low
jerk to avoid damage to |nternal equipment.

KINEMATICS: The brarch of mechanics that deals with puré*motion, without reference to the mgsses or forces involved
in it [DICTQ7].

KINETICS: The branch pf mechanics that deals with'the actions of forces in producing or changing the motion of masses
[DICTO7].

LAST: An indication of the final element infa set or sequence. As with minimum and maximum, the values in the set may
be out of order or discorftinuous. [NASA-RSD]

LENGTH: A measured distance or-difmiension. See also: HEIGHT, WIDTH.

LEVEL: The magnitude pf a continuously varying measure. [NASA-PSD]

LINE OF BEARING: The vector from vehicle to current destination

LINE: An ordered list of coordinate pairs defining the points through which the line is drawn. In a raster world model, it is
represented as a collection of grid cells. In a vector world model, it is represented as a collection of points.

LINEAR ACTUATOR: An actuator with range of motion in a straight line.
LINK: A rigid body between joints.

LOCALIZATION: The capability of an entity to determine its Pose in a specific Coordinate System.

! Excerpted from The American Heritage Dictionary of the English Language, Third Edition Copyright © 1992 by Houghton Mifflin Company. Electronic
version licensed from Lernout & Hauspie Speech Products N.V., further reproduction and distribution restricted in accordance with the Copyright Law of
the United States. All rights reserved.
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LOCATION: The position or site of an entity.

LONGITUDE: In a cylindrical coordinate system, the angular distance from a standard origin line, measured in the plane
orthogonal to the axis of symmetry.

MANIPULATOR: A chain of links connected with actuators at the joints and having one or more end effector.

MAP: A description of the topology in an area of interest. The purpose of a map is to define the domain in which a system
is expected to perform. Examples include a map of waypoints, poses of a manipulator, or the location of pallets in a

warehouse.

MASK: An unsigned numeric value representing the bit positions within a value. [NASA-PSD]

MASS-BALANCE: The mass and moments of inertia of a body

MAXIMUM: An indicator]
are listed or stored. For,|
and maximum, as with fi

MEASURE: A single ob
coolant (name) tempera

MEASUREMENT: The g
MEDIA: The physical su

MINIMUM: An indicator
listed or stored. See MA|

MISHAP RISK ACCEPT
relationship between m
system’s function and/of
MISHAP RISK: See RIS
MISHAP: An occurrencsd
MISSION: A set of goalg

MISSION BEHAVIOR: 4
the treeline, maintain ve

of the element in a range that has the greatest value, regardless ofithie o
example, in the set {4, 5, 2, 7, 9, 3}, the minimum is 2, the maxifaum is
rst and last implies that the set may be out of order or discontinuous. [NAS

served value of a certain quantity; includes name, quantity; unit, and valu
ure (quantity) in degrees kelvin (unit). [NASA-PSD]

apture of data with a customary unit. [NASA-PSD]
bstance through which communication signalszare transmitted.

pf the element in a range that has the least value, regardless of the order
XIMUM for an example. [NASA-PSD]

ANCE LEVEL: The level at which-the occurrence of a mishap event is 4
shap occurrence frequency _and severity, given the effect of the misha
replacement.

K.

of interruption. frem normal functioning caused by the encounter of a hazg

, with constraints, assigned to the unmanned system(s).

\ setof, actions taken based on environmental and mission parameters.
hicle;Separation distances, or follow littoral navigation rules.

rder in which the values
9. The use of minimum
A-PSD]

e. For example: engine

in which the values are

cceptable based on the
p event on the overall

Examples include hug

MOBILITY: The capability of an unmanned system to move from place to place, with its own power and while under any
mode or method of control.

MODULATION: The act of causing the amplitude, frequency, phase, or intensity of (a carrier wave) to vary in accordance
with a sound wave or other signal, the frequency of the signal wave usually being very much lower than that of the carrier.

[DICTO7]

MOTION: The rates of change (derivatives) of a pose with respect to time: velocity, acceleration, and jerk.

NAME: A (usually) human-readable identifier for an entity. Names are (usually) unique within a domain.

NOTE: A textual expression of opinion, an observation, or a criticism; a remark. [NASA-PSD]
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NUCLEAR/BIOLOGICAL/CHEMICAL: Observation of the existence of certain chemical compounds, biological agents, or
radioactive substances, possibly discerning plumes.

OBSERVATION: To collect information by measurement of the environment via sensors that produce signals that can be
analyzed.

ONTOLOGY: A rigorous and exhaustive organization of some knowledge domain that is usually hierarchical and contains
all the relevant entities and their relations. [WORDNET]

OPERATING ZONE: A 2D or 3D region, often represented as an n-sided polygon, that specifically bounds the allowed
region of a mobility platform such that the platform is not allowed to travel outside the defined area.

OPERATOR CONTROL UNIT: A hardware and/or software interface that allows a human to command or monitor one or
more unmanned systems

ORIGIN: The position and orientation context of the coordinate system.

PAN TILT UNIT: A manipulator with two orthogonal revolute actuators.
PARAMETER: A variable. [NASA-PSD]

PAYLOAD: A device cafried by a vehicle, usually in a bay or attached to a handpoint.
PERCENTAGE: A part ¢f a whole, expressed in hundredths. [NASA-PSD]

PERCEPTION: An unmjanned system’s capability of sensing and<building an internal model of|the environment within
which it is operating, and classifying entities, events, and situatiofts perceived in the environment. [NIST-ALFUS]

PERIOD: The duration df a single repetition of a cyclic phenomenon or motion. [NASA-PSD]
PLANNING: The procesgs to generate tactical goals, @‘route (general or specific), commanding|structure, coordination,
and timing for one or mpre unmanned system. Plans ‘can be generated either in advance by opgrators on an OCU or in
real-time by the onboard, distributed software systems.
PLATFORM: The physidal infrastructure of ‘an entity.
PLATFORM GEOMETRY: The physicalconfiguration of a platform contributing to its mobility characteristics.

POINT: A single group |of coordinate values. A point normally represents a geographic feature| that is too small to be

represented as a line or|areatdn’a raster world model, it is represented as a single grid cell. In a vector world model, it is
represented as a single group of coordinates.

POINTMAN: A human (soldier in the military domain) assigned some distance ahead of a patrol to set pace and direction,
and serve as a lookout. The capability of an unmanned system to perform tasks analogous to a soldier pointman.

POSE: The position and orientation of an entity measured in a known coordinate system, typically representing all six
possible degrees of freedom, but sometimes limited to x, y, and heading in surface- or ground-based systems.

POSITION SYSTEM: The three measures of a three dimensional position. All position systems must be right-handed.

POWER PLANT: A mechanism that converts energy into propulsive power. Internal combustion engines, electric motors,
and nuclear reactors are examples of power plants.

PRINCIPAL: An entity and its collection of authority.
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PRINCIPLE OF LEAST AUTHORITY: Only enough authority should be granted to a principal for it to fulfill its assigned
responsibilities.

PROPERTY: A property of an authority scheme that allows principles write access only to those resources classified at or
above their clearance level. [MILLERO3P]

PROPRIOCEPTIVE: The ability of an entity to sense or observe changes in its own position, orientation and motion in
space.

PROPULSION EFFECTOR: A mechanism that converts propulsive power in to platform motion. Tires, tracks, propellers,
screws, jet exhaust, legs, and feet are examples of power transfer mechanisms.

PROPULSION: The mechanism by which a platform is mobile. Propulsion is produced by a system of power plants,
transmissions, and propplsion effectors

PYLON: An extension of a hardpoint.

QUANTITY: One of a sgt of quantities for which a standard (base or derived) unit is defined in [S|] and [NIST08]. [NASA-
PSD]

RANGE: Numeric value$ which identify the starting and stopping points of an intefval. [NASA-PSD]
RATE: The amount of clhange of a measure per unit time. [NASA-PSD]

RATIO: The relation between two measures with respect to thegnumber of times the firsf contains the second.
[NASA-PSD]

REALM: A physical or Iqgical space in which all entities of interest are unique.
RECOGNITION: The idgntification of something as having-been previously seen, heard, known, efc. [DICT07]

REMOTE CONTROL: Al mode of operation of an inmanned system wherein the human operator,| without benefit of video
or other sensory feedbgck, directly controls the*actuators of the unmanned system on a continjious basis, from off the
vehicle and via a tethergd or radio linked control*device using visual line-of-sight cues.
REMOTELY GUIDED: An unmanned system requiring continuous input for mission performance is considered remotely
guided. The control input may origidate from any source outside of the unmanned system itsglf. This mode includes
remote control and tele-pperation,

RESOLUTION: A quantitativeimeasure of the ability to distinguish separate values. [NASA-PSD]
RESOURCE: An entity thatrequires knowledge of existence and granting of cerfain rights o access.

REVOKE: To take away a right from a principal.

REVOLUTE ACTUATOR: An actuator with range of motion in an arc.

RISK MANAGEMENT: General design processes to reduce the mishap occurrence probability and/or severity.

RISK: The relationship of a mishap occurrence probability and severity

ROTATION SYSTEM: The three measures of a three dimensional rotation. All rotation systems must be right-handed.
ROUTE: A specification of the transitions between elements in a map. Routes can be used to describe the possible

“legal” transitions between map elements (possibly including constraints on those transitions), and also to indicate the
choices of state transitions selected to fulfill a mission.
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SAFETY: Freedom from those conditions that can cause death, injury, occupational illness, damage to or loss of
equipment or property, or damage to the environment. [MILSTD882D]

SCALE INTERVAL: An observable, repeatable phenomenon obeying a definite law, such as Earth’s rotation or the
resonance of a Cesium-133 atom.

SCOUT: Also referred to as unmanned scout or robotic scout: a person, aircraft, or ship sent out to obtain information,
esp. in preparation for military action; the capability of an unmanned system to perform tasks analogous to a human
scout.

SEGMENT: The physical or logical subdivision or aggregation of communication media. Segments may be individually
addressed.

SEISMIC: Pertaining to shock waves propagating through a planetary crust.

SENSOR FUSION: A p
and knowledge. Sens
intelligence. The capabi

SENSOR PRODUCT: T

SENSOR: Equipment th
means of energy or part

SENSORY PROCESSI
signatures to detect, m¢g
levels of abstractions, a
temporal resolutions andg

SEQUENCE: (1) An ar
succession; (2) An ordg
numerical order. [NASA

SET: A collection of item

SIGNAL: A discernable

ocess in which data, generated by multiple sensory sources, are corrélat
br information, when fused, may yield immediately actionableycom
ities are of four essential types: Detection, Classification, Recognition, ang

he data output of a sensor; also the higher order result of various sensor p

at detects, measures, and/or records physical phenomena, and indicates
cles emitted, reflected, or modified by the objects.and activities.

NG: Computing processes that operate on either direct sensor signals

asure, and classify entities and events and.derive useful information, at p|

bout the world. Sensory processes can be\organized hierarchically with pr|
organized horizontally with assigned.bit coordinated focuses.

angement of items in accordance-with some criterion that defines their
brly progression of items or. eperations in accordance with some rule,
PSD]

s having some feature\in common or which bear a certain relation to one

single bit or an entire mgssage.

SLEW: See SLUE.

SLUE: To turn about; sw

ing‘around. [DICTO7]

bd to create information
bat information and/or
Identification.
rocessing steps.
pbjects and activities by
br on low-level sensory

roper resolutions and at
bper relative spatial and

spacewise or timewise
such as alphabetical or

hnother. [NASA-PSD]

state or change of state in a communication medium that conveys information. A signal may be a

SPEED: A directionless measure of time rate of motion, usually taken as the magnitude of the velocity vector. Speed may
be relative to a fixed or moving medium; e.g., ground speed versus air speed.

START: An indication of the beginning of an activity or observation. [NASA-PSD]

STATION KEEPING (and maybe LOITER too): TBD after resolving my question/comment in 5.6.3

STOP: An indication of t

TACTICAL BEHAVIOR:

he end of an activity or observation. [NASA-PSD]

See MISSION BEHAVIOR

TACTILE: Observing objects that physically contact the unmanned system.
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TASK: A named activity performed to achieve or maintain a goal. Mission plans are typically represented with tasks. Task
performance may, further, result in subtasking. Tasks may be assigned to operational units via task commands.

TEAM: A collection of entities for a particular task or subtask.
TEAM OF TEAMS OR SYSTEM OF SYSTEMS: Grouping(s) of teams for a particular mission.

TEAMING: The linking together of platforms, forces, or systems to complete a mission or task collectively that would be
more difficult to do if the units acted separately. The process is characterized by distributed operations and high tempo
maneuvers, which demands rapid synchronization, swift adaptation of plans and control measures, flexible groupings of
distributed staff elements, and direct exchanges between commanders across hierarchies. For example, manned and
unmanned platforms can be teamed to emphasize their complementary strengths. The unmanned systems have the
further requirements of being able to easily and quickly communicate their intentions, goals, present state in the
accomplishment of these goals, intended next action, and current problem areas. Additionally, they have to be able to be

re-tasked easily to partig

ipate in the current overall goal and to fit into their new position in the orga

TELE-OPERATION: A mode of operation of an unmanned system wherein the human,gperato

and/or other sensory fe
situations, on a continug
unmanned system may

THIRD PARTY CONTR|
someone other than the

TIME SCALE: The comt
TIME TAG: An infinitesir

TRANSMISSION: A me

edback, either directly controls the actuators or assigns incremental goa
us basis, from off the vehicle and via a tethered or radio linkéd"control d
ake limited initiative in reaching the assigned incremental goals. [NIST-AL

DL: Control of one or more of an unmanned systenmy$.payloads, sensors
unmanned system’s controller.

ination of the rate at which time passes (scalesinterval) and one or more p
nal instant in time, marking a point on a time scale.

chanism that multiplies propulsive power by a (possibly variable) factor.

TRANSPORT: A mechanism for communication that-defines an addressing scheme and mess

Transports are often tun|

heled through other transports.

UNIT: A determinate quantity adopted as a standard of measurement. [NASA-PSD]

VELOCITY: The first de
VISUAL: Electromagnet

WAVEFORM: The shap
the time. [DICTO07]

ivative of pose with respect to time, referred to as pose-dot. See also: SP
c sensing limited to visible and near-visible light.

e of @ wave, a graph obtained by plotting the instantaneous values of a j

nizational structure.

[, using video feedback
s, waypoints in mobility
evice. In this mode, the
FUS]

or other capabilities by

oints in time (epoch).

age encoding scheme.

EED.

eriodic quantity against

WAYPOINT: A destination that an unmanned systems is directed to reach, within a given tolerance.

WIDTH: The distance between two sides of an entity. See also: HEIGHT, LENGTH.

WORLD MODEL: An unmanned system’s internal representation of the world. The world model may include models of
portions of the environment, as well as models of objects and agents, and a system model that includes the intelligent
unmanned system itself.
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2.4 Acronyms

AFUS: Architecture Framework for Unmanned Systems
AIR: Aerospace Information Report

ALFUS: Autonomy Levels for Unmanned Systems

AS: Aerospace Standard

AUS: Autonomous Underwater System

C2: Command and Cont

rol

DAPS: Document Autoni
DOD: Department Of De
DOF: Degrees Of Freed
DUT1: Difference Betwe]
ELT: Emergency Locato
EOD: Explosive Ordnan
ERA: Earth Rotation Ang

FAA: Federal Aviation A

ation and Production Service
fense

bm

en UTC and UT1

I Transponder

Ce Disposal

le

dministration

GIS: Geographic Information System

GMT: Greenwich Mean
GOA: Generic Open Arcg
GPS: Global Positioning
HMI: Human Machine In|

IDD: Interface Definition

[ime

hitecture

System

terface<(see also OCU)

Document

IED: Improvised Explosive Device

IEEE: Institute of Electrical and Electronics Engineers

IR: InfraRed light

ISO: International Organ

ization for Standardization

JAUS: Joint Architecture for Unmanned Systems
JPL: Jet Propulsion Laboratory
LADAR: LAser Detection And Ranging

LASER: Light Amplification by Stimulated Emission of Radiation
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NASA: National Aeronautics and Space Administration
NBC: Nuclear-Biological-Chemical

NED: North-East-Down

NIST: National Institute for Standards and Technology
OCU: Operator Control Unit

PKI: Public Key Infrastructure

POLA: Principle Of Least Authority

PSDD: Planetary Scienge Data Dictionary
PTU: Pan-Tilt Unit

RF: Radio Frequency

Sl: International System
TAI: International Atomi
TT: Terrestrial Time
UAS: Unmanned Aircra
UAV: Unmanned Air Ve
UGV: Unmanned Grour|
UML: Unified Modeling
UMS: Unmanned Syste
UMV: Unmanned Mariti
USV: Unmanned Surfag

UT1: Universal Time co

of Units

C Time

t System
hicle

d Vehicle
| anguage
m

me Vehicle
e Vehjele

[rected for polar motion

UT: Universal Time

UTC: Universal Coordinated Time
UUV: Unmanned Underwater Vehicle
UV: Ultraviolet Light

UXO: Unexploded Ordnance

VIN: Vehicle Identification Number

WGS: World Geodetic System
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3. ARCHITECTURE FRAMEWORK FOR UNMANNED SYSTEMS

The domain of unmanned systems started with individual robots controlled by radio-control or tele-operation and grew to
networked groups of systems (of various levels of autonomy) controlled by C2 centers. The Architecture Framework for
Unmanned Systems (AFUS) can be used to build architectures for any conceivable system (or system of systems) on the
continuum between these two extremes.

3.1  Architecture of the Framework

An architecture framework is a structure that supports the organization and development of architectures for systems.
This architecture framework provides the objectives, rules and infrastructure for the creation and use of system
architectures. The objectives are the high-level attributes to be supported and are described in 3.2. The rules are in the
form of architectural principles, given in 3.3, which are to be followed to ensure the architecture framework exhibits certain

quality attributes. The ifmwmmummmmwmmwed types of information
and features as describgd in 3.4.

1

Conceptual Capability Interoperability | mmm | AFYS
View ‘ View ‘ View << < .
N\

Architectural Principles

Obijectives

FIGURE 1 - ARCHITECTURE-OF THE FRAMEWORK

The AFUS is divided |into three views: one describing concepts, one describing capabilitigs, and one describing
interoperability. The Cqnceptual View defines terms_and concepts common in unmanned systems. This provides a
consistent vocabulary ysed throughout the AS-4 document set. The Capability View lists th¢ possible abilities and
behaviors of unmanned| systems using terms defined in the Conceptual View. The Interoperabjlity View discusses the
various aspects of intergperability across unmanned systems. FIGURE 1 demonstrates how thede complimentary views,
subjected to consistent architectural principles and objectives, represent the core of AFUS.



https://saenorm.com/api/?name=2a50408bcf9054ea36072f839cd34fa9

SAE INTERNATIONAL

AIR5665™C

Page 21 of 64

3.2 Objectives

The Architecture Framework is intended to support the following objectives:

Support for all classes of unmanned systems,
interoperable operator control units,
interchangeable/interoperable payloads,

and interoperable unmanned systems.

3.3 Architectural Principles

An architectural principl
architecture simplifies th
systems designed for th
result in a consistent, o
process of creating syst
3.3.1 Clear Semantics

Clear semantics mean
representing a time, the

3.3.2  Orthogonality ar
Orthogonality is the con

Separation of Concernsl
otherwise unrelated. Fo

b is a fundamental rule that applies to a large number of situations ‘and
e process of creating system designs by making decisions in advance ab
at architecture. An architect must follow certain principles when‘making

oherent, and ultimately usable architecture. Similarly, an architecture f
bm architectures. The principles used in creating AFUS are-described in t

5 that it is clear from the representation what\semantics are intende
full semantics will include which time scale was used to obtain the time.

d Separation of Concerns
cept that two or more things will undergo changes independent of one ano

is the process of decompositign that isolates things to reduce coupling

concerns of representifg position and authentication should be separated to avoid coupling

authentication and posit

Another notable examp
(e.g., which entities are

on.

e of Separation of )Concerns is separation of policy and mechanism. It i
allowed to get position reports) and the mechanism to enforce it are not

separation will allow changes to policy'and mechanism independently without requiring changes

mechanism are orthogo

nal to one.another.

3.3.3 Technology IndTpendence

variables. [W3C04] An
out characteristics of all
hose decisions so they
amework simplifies the
he following sections.

d. For example, when

ther.

petween things that are

example, a controller has-te;authenticate in order to obtain a position report from a robot, so the

the representations of

5 essential that a policy
inextricably linked. This
to the other. Policy and

The unmanned systems domain will evolve for many years. Depending on or favoring a specific
the community from taking advantage of technological advances that will change the way that problems can be solved. If
a technology is essential for solving a problem today, the capability it provides should be abstracted out and the solution
described in terms of the capability, not directly on the technology itself.

3.3.4 Platform Indepe

ndence

echnology may prevent

A similar problem exists concerning types of unmanned system platforms. Several standards have been developed with a
specific type of platform in mind, such as UGVs or UAVs. This Framework must not favor one platform over others. Some
unmanned systems are not physical (e.g., simulators). Some are not mobile. For those that are mobile, their form of
locomotion might be lighter-than-air, articulated legs, a single ball, snake-like segments, or any other form imaginable by

researchers.
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3.3.5

Mission Independence/Isolation

There should be no assumed mission or restriction on types of mission that an unmanned system can carry out. It should
not be assumed that there will be a certain number or type of unmanned systems or C2 systems assigned to a mission.

3.3.6 Compute Capability Independence

There should be no assumption about the number or types of compute capabilities available to an unmanned system.
Even far into the future, there will be unmanned systems with minimal compute capabilities, due to size, power, or cost

considerations.

3.3.7 Operator Use In
There should be no as
solutions to unforeseen
3.3.8 Communication
There are many meth
maximum distance. Di
single mission, may
communications will be
3.3.9 Autonomy Leve
Unmanned systems wil
autonomy will involve d

However, as levels of a
east side of hilltop H bef]

3.4 Architectural View
The three views in AFUS
Each section in the Con
described in the first

understand the motivati

Models sub-sections.

Each capability is fully in
sub-section. Each capa

C;LS of communicating, each with different characteristics such'@s bit rate

dependence

5 Independence

rent types of unmanned systems, different types of missions, and eve
equire different communications methods. No assumption should
carried out by the unmanned system.

Independence

exhibit varying levels of autonomy, as described in [NIST-ALFUS]. S
ommunicating low order data and commands, such as “Apply ten per
utonomy increase, higher order data:and commands can be used, such
pre local sunrise”.
s
b are: conceptual, capability, and interoperability.

baragraphs of .the’ section. This material includes the background inf
bn for the chaice'of terms and models. Additional details are then provide

sumpﬁan_zbam_homgau_apﬂamudﬂ_mshculd,_usw_uumazmed_iystem. Field expedient
broblems may require bending or breaking existing models of operator, usg.

error rate, latency and
n different phases of a
be made about how

ipport for low levels of
cent propulsive power”.
as “Go stealthily to the

ceptual Views includes an introduction and some background material. Each concept is concisely

ormation necessary to
ed in the Definitions and

troduced in the first paragraphs of the section. This material is further ela

more models, either te

bility\ds illustrated in one or more scenarios. Each scenario is represente

orated in the Scenarios
in narrative and one or
diagram from Unified

Modeling Language 2.0 (UML). The scenarios and models are intended to be sufficiently self-explanatory to need no

further guidance on use.

The Interoperability View illustrates various aspects of interoperability across unmanned systems including the motivation
for interoperability and the use of standards to achieve it.
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4. CONCEPTUAL VIEW

The Conceptual View is the collection of terms, definitions and attributes needed by the Architecture Framework. The
definitions must be clear and unambiguous. The concepts are basic and they correspond to several topics as shown in
Table 1 and illustrated in FIGURE 2:

TABLE 1 - CONCEPT DESCRIPTIONS

Concept Topics
Characteristics Identification, Authority, Safety, and Autonomy
Composition Platform/Vehicle, Communications Equipment, Sensors, Actuators, and Emitters
Knowledge Measurements, Detection, World Model, Time, Space, Mechanics, Energy, and Status
Actions Decide, Plan, Collaborate, Move, Actuation, and Environmental Effects
Identification
Characteristics
Autonomy Measurements
(" Detection
™ World Model
™ Time
Mobilify Modes . Knowledgs
— Platform/Vehicle '< Space
Payloads :
—2YOds . ) Mechanics
Communication Equipment I~
|__Energy
Tactile/Propfioceptive
Acoustic/Seismic R Status
AFUS
Meteprological Concept
Sensors
Nuclear-Biological{Chemical % N
Electrgmagnetic
Vision
Acoustic C iti
\] > omposition / Decide
Electromagnetic Radiation {non-light) -
Light Plan
Aerosol Collaborate
Emitters -
Jet >—/ Actions
- Move
Ballistic |
Eject Actuation
Launch ) Environmental Effects
Actuators _/

FIGURE 2 - AFUS CONCEPTS
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4.1 Characteristics

This concept is about the identification, authority, safety, and autonomy of an unmanned system.

4.1.1 Identification

Any entity, such as an unmanned system or a Command and Control system, must have a means of identification.
Entities often have a human-readable name. In order to participate in authentication schemes, entities are issued
credentials that can help prove their identity. Examples of an entity name are: an air vehicle’s tail number, a ground
vehicle’s bumper number, or Vehicle Identification Number (VIN).

An authentication scheme consists of five elements: the entity, a distinguishing characteristic of that entity (its
credentials), a point of service the entity wishes to access, a proprietor of the authentication data, and an authentication

mechanism. An entity’s

istinguishing characteristic is something it knows (password) or something it has (token). A point

of service is an accesg
characteristics (e.g., cer

There are three primary

point on a remote entity that offers a service. The proprietor either g
ificate) or agrees to use existing ones (e.g., password).

patterns for authentication schemes suitable for use in the unmanned

indirect, and off-line. In the direct and indirect patterns, the point of service has access/to an auth

may be based on secre
the point of service; for i

The off-line pattern is b3
certificate authorities (f
authenticate. Certificate

4.1.2 Authority
An authority is a right, d
entity, its authentication

authority, as described i

Authorization is the act
transfer or grant authorif

An authority scheme is 3
Ambient authority is a

presenting credentials.
credentials when wishin

or public cryptography. For a direct authentication schemg;'the authenti
hdirect, it is accessed remotely.

sed on public cryptography provided by a public key infrastructure (PKIl).

he proprietors in this pattern) who issue signed digital certificates to
5 are (encrypted and) exchanged in order to aythenticate. [SMITHO02]

clegated or given, to perform a specific action on a resource. A principal
credentials, and its collection of\authority. Credentials include a repres
n 4.1.1. A designator is a representation of a resource’s existence and hoy

of granting or revoking-authority. Authorization is considered discretion
y to any other principal:: It is non-discretionary if only certain entities can d

set of mechanisms$ and processes for authorization of principals within a
characteristic-of an authority scheme that allows authority to be exe

j to perform an action on a resource.

The Principle of Least

sues the distinguishing

ystems domain: direct,
entication service which
cation service is local to

PKI uses (independent)
each entity that must

s the combination of an
entation of a principal’s
v to access it.

ary if any principal can
0 SO.

realm.

rcised without explicitly

Without\'ambient authority, a principal must explicitly select (and present) the appropriate

Authority (POLA) states that a principal should be granted only enou

ph authority to fulfill its

assigned responsibilities. In other words, authority should be handed out only on a “need to do” basis. POLA dictates that
designation should not automatically confer any authority.

Containment is a characteristic of an authority scheme to prevent unwanted transfer or delegation of authority from one
entity to another. Containment cannot be achieved if:

designation automatically confers authority and designations cannot be restricted; or

an entity can use the credentials issued to another entity.

Stealth operations demand that entities avoid divulging their existence. So an unmanned system must not respond to a
communication from an entity that does not demonstrate sufficient authority.
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41.3 Safety

Safety is an essential concept to all aspects of unmanned systems. A mishap might result from an unmanned system
encountering a hazard. The probability and severity of the mishap occurring together form risk. Risk management is the
act of reducing overall risk to a mishap risk acceptance level through mitigation and other activities.

Safety risks are part of any program's overall cost, schedule, and performance, but this is particularly true for unmanned
systems. Planning for safety during a system design process is critical to avoid future mishaps, which in the case of
unmanned military systems can include loss of life, serious injury, and equipment damage, seriously jeopardizing mission
success. Safety engineering practices must be uniformly applied throughout the design process to manage, mitigate, or
eliminate identified hazards. [OUSDO07]

4.1.4 Autonomy

Autonomy is an unman
making, and acting/e
Human/Computer Inter
characterized into level
Interaction to accomplis

ed system’s own ability of sensing, perceiving, analyzing, communicat
cuting, to achieve its goals as assigned by its human operato
tion or assigned by another system with which the unmanned systems
by the factors of mission complexity, environmental difficulty, -and lev
the missions. [NIST-ALFUS]

ng, planning, decision-
r(s) through designed
interacts. Autonomy is
el of Human/Computer

the “values” in what it
her unmanned systems
ort-term and long-term

For an unmanned syste
perceives, communicate
or humans), maintain a
plans, achieve goals of v

m to be autonomous, it must perceive the world and.jtself, be aware o
with the outside world, interact with its environment-and other agents (of
knowledge base, have a decision making process, be able to make sk
arying degrees of import, and learn about itself@nd its environment.

The unmanned system 1
making sense of it throu
meaning. Being able to
accurate and comprehe

hay perceive the world in many ways though.hardware. Collecting those b
gh image recognition, auditory recognitieh, shape recognition, and so on
fuse that data into a collective whole'dhrough sensor fusion allows the
sive understanding of the world around it.

yte streams of data and
allow the data to have
system to gain a more

Beyond mere perceptior], the unmanned vehicle must be“aware” of what the things it perceives aq
a human as an obstaclelis one thing, but knowing @ human’s capabilities, its likely behavior, and ¢
others it has seen allow [the system to recognize it as a human. The same can be said for the envi
well as itself and what internal data it accesses actually means.

Communicating with thg outside world allows an unmanned system to perceive the world as an
than a nihilistic audience of one. By €ommunicating with other agents directly or indirectly, the

tually mean. Perceiving
pomparing this human to
ronment it perceives as

active participant rather
Lnmanned system may

shape the world in wayq impossible\to-do by itself. Further, it allows the system to learn more abgut the world beyond its

perception, just as a human learns-more about the world beyond his view by communicating with d

Maintaining and updating, a\knowledge base allows the system to develop a memory of past

ther humans.

bjects it has seen and

events it has experiencgd.“Shapes, environments, maps, laws, and other information may then be

recalled on the fly orin

advance of a goal or mission. As new outcomes to previous decisions are realized, this information is then stored into the
knowledge base, creating a perpetual “living document” of all the unmanned system has withessed.

Making short-term and long-term plans may play itself out through navigation, communication, evaluation, simple or
complex strategy, and a host of other problem sets. Setting a plan to achieve a goal or complete a mission is the “job” of
an unmanned system. Carrying out plans by using its knowledge base, perception, and recognition of its environment and
agents not only allows the unmanned system to fulfill its role, but also to learn from the experience to perform the next
plan or mission with more wisdom and care.

4.2 Composition

This concept is about the physical make-up of the unmanned system: its platform, modes of mobility, types of sensors,
available computational power, available fuel and power, etc.
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4.2.1 Platform/Vehicle
Physical unmanned systems have an infrastructure, or platform, that contains or supports the various devices,
mechanisms, and stores needed by the unmanned system.

A payload is a container or device that is (temporarily) mounted to a (typically mobile) unmanned system. Payloads may
be carried either internally in bays or externally on pylons or hardpoints. The unmanned system may eject one or more of
its payloads. A payload may be under the control of the unmanned system, the unmanned system’s controller, or be
under third party control. A payload may have self-contained communications capability or rely on the unmanned system
to relay communications. The unmanned system may hide or expose the existence of the payload. Under certain
circumstances, the payload may require and gain control of the unmanned system.

The platform, or physical body, of an unmanned system has extents and a mass-balance. These may vary with the
configuration of the unmanned system. A payload may increase the extents and alter the mass-balance, thus changing
the mechanics of the unmanned system.

4.2.2 Communication|Equipment
An unmanned system s
Entities must be known
entities. Communicatior
contain embedded secu

ends and receives signals (messages) to and from other unmanned sy$tems and C2 systems.
a priori or be discovered. An unmanned system can act’as a communications relay for other
s characteristics can change during operations. Communications systems may or may not
ity functionality to support encryption and authentication.

See [AIR5645] for background.

4.2.3 Sensors

Unmanned systems ser]
phenomena in the envi
which produce increasin
can be used to reason g

se the world around them through hardware sensors, which respond in 3
ronment. The sensor product is raw sensor data, and is delivered to o
gly higher-order sensor products.-Sensor products codify information fro
bout the environment.

specific ways to specific
le or more processors,
m the environment and

Sensor types include t
sensors perform their dq
detect the reflection or

bctile, proprioceptive, seismic, acoustic, chemical, electromagnetic, las
tection without affecting-or altering the environment. Active sensors use s
bther effect that emission has on the environment. Active sensors may

er, and vision. Passive
bme form of emission to
be mono-static (emitter

and receiver are co-locgted), bi-static (emitter and receiver are physically separated), or multi-s
with multiple receivers).

atic (similar to bi-static,

4.2.4 Actuators

An actuator is a mechgnjcal device that can change shape in response to a signal. Much of ywhat we think of that is

robotic is made possiblg by’use of actuators. An actuator can be a simple device that has linear inovement (prismatic) or
rotation (revolute), or it can be an articulated manipulator arm with many joints and links.

The classic manipulator is an “arm” of a robotic system used to position an end-effector. Another common manipulator is
a pan-tilt unit often used to position a directional sensor or emitter.

425 Emitters

An emitter is a device that can discharge a substance or energy into the environment. Examples include radio, RADAR,

LASER, loudspeaker, liquid jet or disruptor or sprayer, ballistic weapons, launchers for various self-propelled devices, and
so on. Table 2 lists some possible emission types and Table 3 lists some possible delivery mechanisms.
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TABLE 2 - EMISSION TYPES

Emission Type:
Acoustic
Liquid/Gas: Water, Pepper Spray, Paint
Electro-Magnetic: Heat, Radiation, RF,
Light (Visible, IR, UV, Laser)
Particles/Solids: Smoke, Chaff
Munitions: Kinetic, Explosive

An emitter can be a hardware device that generates a signal via some form of electromagnetic or acoustic energy pulse
(a waveform), which is intended to convey information (via modulation) to a receiver. An emitter can also be a device that
discharges a solid object on a ballistic trajectory; drops objects by way of gravity (special case of ballistics); shoots a jet of
water or other liquid, a disrapter—ete—Most-weaponsfalbHnte-the-class-of-emitters—But-whetherweapon or not, all emitters
require extensive safety [precautions, both mechanical and procedural, in design and operation.

=4

TABLE 3 - DELIVERY MECHANISMS

Delivery Mechanism:
Radiation
Aerosol
Jet
Ballistic
Drop, Jettison, Eject

4.3 Knowledge

This concept is about t
inherently has a degre¢g

ne information an unmanned system\ stores, communicates, and reason
of uncertainty which must also.figve a representation that can be stor

reasoned upon along with that knowledge.

4.3.1 Measurements
Measurement is the prg
NUMErous raw Sensor p
and a timer, can yield di
atmospheric variations.

The term quantity appe
meaning. A Measureme

cessing of raw sensor product within a customary unit which may incl
roducts. For example, the combination of raw sensor product from a las
stance traveledyvia the relationship of d=vt where v is the speed of light,

ars in,several definitions from [PSD02] and has been replaced with the

s about. All knowledge
bd, communicated, and

ide the combination of
er emitter/receiver pair,
c, perhaps corrected for

ferm measure to clarify
ciated unit of measure.

nt is.thie’result of transforming raw sensor data into a quantity with an asso

4.3.2 Detection
Detection is a computational process resulting in correlation of raw sensor product within an a priori ontology. Detection
includes various computational processes ultimately resulting in correlation of sensed observations with internally
generated expectations. It includes recognition of entities existing and events occurring in the world and any significant
differences between sensed observations and expectations can be used to update the world model. [ALBUS]

In order for an unmanned system to perform certain tasks, it must be able to recognize, or detect, objects and events.
For example, if an unmanned system is tasked to navigate through an urban environment, then that system must be able
to recognize roads, lanes within roads, other vehicles, etc. Detection is a high-level of sensory processing. It may use
raw sensor products, but more often uses measurements processed from the raw sensor products. A priori information is
also often needed so that the unmanned system can compare these measurements to templates of the object or event
being detected.
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4.3.3 World Model

A world model is a logical representation of the real world, internal to an unmanned system. It may include models of
objects, events, classes, tasks, agents, portions of the environment, and the unmanned system itself [NIST-ALFUS].
These models are its best estimate of the state of the world based on data that is given to it a priori, as well as what it
perceives with its sensors and receives from its communication gear. The world model includes all of the knowledge that
is distributed throughout the unmanned system and sent from the unmanned system to another subsystem [ALBUS].

The world model is the intelligent system’s best estimate of the state of the world. The world model includes a database of
knowledge about the world, plus a database management system that stores and retrieves information. The world model
also contains a simulation capability that generates expectations and predictions. The world model provides answers to
requests about the present, past, and probable future states of the world. The world model provides this information
service to the behavior generation system element in order to make intelligent plans and behavioral choices. It provides
information to the sensory processing system element to perform correlation, model matching, and model-based

recognition of states, o
values such as cost, be
sensory processing syst

A geographic informatio
attributes which are spg
spatially. This benefits
target acquisition and trg
two most common meth

The raster data model

pjects, and events. It provides information to the value judgment syste
nefit, risk, uncertainty, importance, and attractiveness. The world modé} i
em element. [MEYSTEL]

h system (GIS) is a system for capturing, storing, analyzing and managi
tially referenced to the earth. An important aspect of the-world model i

cking. Spatial components in a world model can be represented by point
pds of storing spatial data are called raster data modéls and vector data m

s an abstraction of the real world where the, basic units of data (point

represented using a mgtrix of cells or pixels. The raster model uses the grid-cell data structurg

area is divided into cells
value for the element. A
cell value is a label that
data:

Grid Extent — the nu

Grid Resolution — th

e Georeferenced Infor
In the vector data mode
areas) are composed of
an area is a collection of

identified by rows and columns. In the sitmplest form, each cell of a raste
ny cell not containing a feature wouldthave the value of "0". In more soy
links to the record as an attribute. “Fhe following information must be ki

Mmber of rows and columns-ofithe grid
b size of each grid cell

ation — the caordinates of the origin of an object with respect to a world ¢

I, features™are represented in the form of coordinates. The basic units of
a series-of one or more coordinate points. For example a line is a collecti
related/lines.

m element to compute
5 kept up to date by the

hg data and associated
5 representing the data

the unmanned system when performing certain tasks_such as path planning, navigation, and

5, lines, and areas. The
odels.

5, lines and areas) are
e where the geographic
I data model contains a
histicated systems, the
own when using raster

oordinate system.

data (points, lines and
pn of related points and

A point is defined by
small to be represen

g single group of coordimate vatues— A point mormatty Tepresents ageogr
ted as a line or area.

aphic feature that is too

A line is defined by an ordered list of coordinate pairs defining the points through which the line is drawn.

An area is defined by the lines that make up its boundary. Areas are also referred to as polygons.

The resolution of a vector data model combined with the size of the feature determines what basic unit of data will
represent the feature. For example, a lake could be represented as an area (by lines that make up its boundary), or it
could be represented as a point if the resolution of the data model is low enough (such as a map of the entire United
States).
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When modeling spatial data, the type of data that is being modeled (either in a raster cell or by a point, line or area in a
vector model) is called a feature class. A feature class represents a categorization of types of geospatial data. For
example, occupancy, free space, objects, roads, terrain, buildings, orthoimages, etc. all represent distinct feature classes.
It may be more intuitive to consider these feature classes as different layers of geospatial data within the knowledge

store.

434 Time

Temporal measurements are among the most important concepts in the domain of unmanned systems. Time is measured
on a time scale using time tags, intervals, durations, and frequencies [NELSONO1].

Typically, each entity in the unmanned system domain will have its own clock. Therefore, time coordination problems
must be addressed. “A man with a watch knows what time it is; a man with two watches is never sure”. - Segal's Law

An important time scal
some other time scale
points.

Temporal operators worl

A time scale has an obs
Marked at certain points
time tag, for example mi
specific time tag on anof|

The scale interval is eith
property. The most com
studies of Earth’s rotatio
86 400 seconds in abou
of the radiation correspd
atom. [NISTO8]

While there are many dg

ﬂ

is scenario time, used for running simulations and test scenarios. See
usually UTC or GPS), but provides for pausing, resetting and resuming

on more abstract notions of time: always, eventually, next time}'and until

brvable repeating interval, such as the rotation of the earth or the count of
along this continual scale are notable events called,epochs. An epoch
dnight UTC January 1, 1970. Most time scales begin-with an epoch chos
her time scale.

er based on Earth’s rotation, Earth’s revolution around the Sun or constru
mon scale interval in use is the International System of Units (Sl) seco
h, the SI second was “made equivalentto an astronomical second based

1820.” [Nelson 2001] Today, the SI*second is defined as the duration of
nding to the transition between‘the two hyperfine levels of the ground g

fined time scales, the mostfamiliar are Universal Time (UT and UT1), GIq

(GPS), International Atomic Time (TAl), Terrestrial Time (TT), and Coordinated Universal Time (UT

UT, formerly known as

Meridian (0 degree long
motion and seasonal v

tude), Greenwich, UK. Unfortunately, UT has many fluctuations due to f3
riations. UT-is UT corrected for polar motion, making it suitable for us

Earth Rotation Angle (ERA) is a set.of stellar observations from which UT1 is derived.

GPS, TAIl, TT, and UT(Q arezall atomic time scales, using the Sl second as scale interval. GPS
atomic clocks in the GRS “ground stations and GPS satellites. TAl is the statistical combination

nario time is based on
the epoch at arbitrary

[HALPERNO5]

resonance of an atom.
s equated with specific
bn to correspond with a

cted from some atomic
nd. Based on historical
on a mean solar day of
9 192 631 770 periods
tate of the cesium-133

bal Positioning System
C).

Sreenwich Mean'\Time (GMT), has a scale interval based on Earth’s rotdtion angle at the Prime

ctors that include polar
b in precise navigation.

ime is implemented by

of a large collection of

atomic clocks. TT is defined to be the proper time on the geoid of the Earth and is based on TAIl and is used primarily for
astronomy.

UTC is not based solely either on Earth’s rotation or on atomic clocks, but is a compromise between the two. There is a
need for a universal civil time scale that counts Sl seconds, but is (very) close to UT1. The scale interval of UTC is the Sl
second (by following TAI). When UTC drifts too far away from UT1 (the current tolerance is 0.9 Sl second), the epoch of
UTC is adjusted. Since 1972, the adjustments to UTC have been whole S| seconds, called leap seconds. By the end of
2010, twenty-four leap seconds had been added to UTC.

UTC is broadcast around the world encoded in radio emissions. Also encoded on those emissions is an approximation of
the difference between UTC and UT1 (DUT1) for use in systems that need accurate (to 0.1 second) ERA data.

All time tag and interval representations must indicate the time scale used (e.g., UTC). All time duration and frequency
representations must indicate the scale interval used (e.g., Sl second). Time data without indication of the time scale or
scale interval used is meaningless.
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435 Space

Spatial measurements are also important concepts in the domain of unmanned systems. Coordinate systems measure
distance and direction with respect to rigid bodies. Coordinate systems are comprised of coordinates and a reference
point (origin), and can be nested to an arbitrary degree, each one having an origin defined in its “parent” coordinate
system. Three commonly used coordinate systems are spheroid, Cartesian, and North-East-Down (NED), all of which
are right-handed.

Spheroid coordinate systems are based on mathematical models of a celestial body (often Earth). The model usually
describes an ellipse that is rotated fully to extrude the surface of the spheroid. A geoid is based on a spheroid with
refinements to the surface model, usually taking into account local gravitation variations across the surface. World
Geodetic System 1984 (WGS-84) is a commonly used geoid definition.

The Cartesian coordinate_system defines x. v and z (each on its like-named notional measure) measured in meters. For

Cartesian position syste
measure is often aligneg

A frequently used (in a
suggested by the name
the y axis points East.

Along with position it is
can be represented by
by giving the name, unit
essential to preserve th

ms, one measure is chosen to point at or align with something of inter
with the centerline of a mobility platform, but it can also point North.

erospace applications) Cartesian coordinate system is the North-East-[}
the x axis points North, the z axis points down (normal to the/surface), g

bften necessary to know the orientation (or rotation)-0f an object. Any thr
nree angles (Euler angles). The convention used for measuring the three
of measure (almost always radians) and the axis\of rotation for each ang

meaning of the measures. If the measures are applied to a different or|

result in a completely different orientation.

bst. For instance, the x

bown (NED) where (as
nd (to be right-handed)

ee-dimensional rotation
angles can be specified
le. The order of axes is
der of axes, it will often

A commonly used convention is the Aerospace Set which names the angles yaw, pitch, and roll, all measured in radians.
Yaw is measured aroupd the z axis first, followed by pitch measured around the resulting
ulting x axis. In this denotationjyaw should not be confused with the naval usage in which it is

measured around the r
sometimes taken as ad

The specific position ang
The size, or extents, of
axis. The height, length,

and minimum measures

The terms altitude, elevd
for altitude to be used fo

viation in course,

orientation of a body in a coordinate system is called a pose.

and width represented by the extents can be interpreted as the difference
on each of the x;y, and z axes.

tion, and height are often erroneously used interchangeably. The preferer
I distance above (or below) the reference surface, elevation to be used fo

axis, followed by roll

a three-dimensional object can be given by a set of minimum and maximium measures for each

between the maximum

ce in this Framework is
F the angle from horizon

(as defined in 2.3), and Teight t0 be used for the vertical component of a body’s extents.

Depth (similar to altitude) is a measure below a reference surface and should be used for underwater measures.

For the measure of extents, the minimum must be less than or equal to the maximum. A zero thickness body can be
expressed with minimum equal to maximum for that axis measure.

4.3.6 Mechanics

Many unmanned systems move or must reason about motion. The field of physics called mechanics deals with motion
(kinematics) and forces that cause motion (kinetics or dynamics). A full treatment of mechanics is beyond the scope of
this Conceptual View, but kinematics and elements of kinetics can be used to measure and reason about the motion of
bodies.

The forces from movement of the environment can affect motion of the platform. The velocity components are modified by
the environment motion resulting in a course, or heading. The vector from a pose to a desired position is a line of bearing,
which may differ from the heading due to environment motion.
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4.3.7 Energy

Unmanned systems require energy and must carry consumable, stored energy or else harvest energy from the
environment for self-contained operation.

Energy is used for powering electronic and electrical equipment and powering mobility systems. Energy sources include
consumable and rechargeable storage mechanisms and energy conversion mechanisms.

Consumable energy sources include disposable battery cells, liquid hydrocarbon fuel for combustion engines, fuel cell
reactants such as hydrogen and oxygen, fissile material for fission reactors, etc. Energy can be directly stored or
converted to storable energy. Energy storage mechanisms include rechargeable battery cells, capacitors, and flywheels.

Some characteristics of energy sources are: fuel type, fuel unit, fuel capacity, fuel consumption rate unit, fuel consumption

rate (nominal, standby

and maximnm) aoperating temperature (nnminal standby and maxin

num), energy capacity

(nominal, standby and m

Energy source state can
lifetime and current oper|

4.3.8 Status

Unmanned systems can
Status may be directly
indirectly composed us
system). A simple exam

temperature rises, the at

4.4 Actions

aximum), and power output (nominal, standby and maximum).

include: current operating temperature, current fuel and coolant temperat
htion times, current energy capacity, current power output, current-fuel cor

comprised of single or multiple measurements:(such as an temperatur
ng measurements to generate another metric of status (such as the
ple of status is overheating. Overheating<gcan be measured via a temp
ility of the system to perform its intended:¢apability is diminished.

This concept is about the logical and physical activities'an unmanned system can perform to make

441 Decide

A decision is a final proq
which is called decision
a task for execution/appl

Decision making is the G
making process produc
something but does not

uct of the specific'mental/cognitive process of an individual or a group o
making; therefore-it is a subjective concept. It is a mental object and can
cation.

pgnitive_process leading to the selection of a course of action among alte
s a<final choice. It can be an action or an opinion. It begins when
know what. Therefore, decision making is a reasoning process which can

have status. Status is a measure of conditions of the)system or subsystem.

ires and pressures, the
sumption, etc.

b sensor), or it can be
“overall health” of the
brature sensor. As the

changes in the world.

f persons/organizations
be an opinion, a rule or

natives. Every decision
A system needs to do
be rational or irrational,

and can be based on ex

licit or tacit assumptions

For most unmanned systems, decisions can be made at the navigational, communicational, and tactical levels.

At the navigational level, an unmanned system creates a route from a known origin to a known destination by gathering
known mapping information from its knowledge base and placing constraints that its awareness and knowledge
subsystems assign. Additionally, dynamic changes in the route allow for on-the-fly changes due to new information, which
will then assign weights and continuously update itself to build better routes based on currently available information,
which could change the route if necessary. Furthermore, to get from origin to destination, the unmanned system will
miniaturize the route into a series of smaller nodes and edges, in a checkpoint-to-checkpoint fashion, to weigh “costs” to
minimize the overall “cost” of the route.
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At the communicational level, as the unmanned system communicates with other systems in either a team-oriented
environment or as an adversarial approach, the system may exchange data at a high-level, deliver sensor data it receives
for a low-level sharing of information, or partially process the data along with some annotation of its contents for a
medium-level approach. Such communication allows unmanned systems to communicate ideas and develop strategies at
a higher level.

At the tactical level, the unmanned vehicle may develop strategies at a higher level. Goal achievement, mission
completion, and decomposing a selected task into a series of smaller steps allow for successful conclusion of its efforts.

442 Plan

Planning is the process of “thinking” about the activities required to create a desired future on some scale. In humans, this
thought process is essential to the creation and refinement of a plan, or integration of it with other plans. The term is also
used to describe the formal procedures used in such an endeavor, such as the creation of data or ad hoc or premeditated
teaming to distribute imgortant issues to be addressed, the objectives to be met, and the strategy fo be followed.

At a navigational level, rpute planning allows the unmanned systems a route from an origin(ie-a destination at a high-level,
from waypoint to waypojnt or checkpoint to checkpoint at a medium level, and at a vector-to-vecfor at a low-level, all the
while optimizing and making dynamic changes on the fly.

At a tactical level, suddén dangers from active agents and the environment may make themselves known, and enacting
contingency plans or enyisioning “what-if’ scenarios create the need for an unmanned system to meet these challenges.

4.4.3 Collaborate

Umanned Systems and their operators can collaborate both in.planned or unplanned interagtions. Sharing system
awareness with other upmanned systems allows unmanned systems to poll one another for lacking sensor data, to share
perception data with othpers at some or all times, and even to make decisions with other systems at a group level.

Planned collaboration generally consists of teams of systems and people linked in a commagn purpose. A group of
platforms in itself does pot necessarily constitute a team. There are, however, many components that make up a team,
like manager and agepts. Platooning, goal sharing, and mission sharing are all examples |of unmanned vehicles
collaborating in a team gnvironment.

Teaming requires successful application Yof communication, perception sharing, perceptipn interpretation, goal
achievement, and missipn completion.

When an unmanned system perceives itself, its environment, or other agents, it may wish to [send all or partial data
available to all interestg¢d parties:.Additionally, part of the challenge is in how much data may pe transferred between
systems and how quickly this“\transfer can be accomplished. Performance measures may bg necessary for critical
decisions, and limited |perCeption requires less bandwidth for transferring data between sygtems. Similarly, some
perception information may be pre-processed in advance, depending on context. As a team, ther¢ is a natural synergistic
effect in how awareness may be distributed among its members. An unmanned system capable of data integration and
fusion is able to essentially combine its perception data with that of others and make independent and joint decisions.

Joint goal achievement and mission completion requires collaboration and coordination of unmanned systems.
Leaders/followers, managerial/staff, pointman/scout, unified whole, leader/wingman and other possible configurations
allow unmanned systems to pull together unique or duplicated capabilities to make more informed decisions in terms of
independent and joint tasks.

Collaboration does not necessarily imply teaming, but may be an opportunistic interaction between platforms. Such
unplanned groups can opportunistically take advantage of information sharing, enhancing each platform’s or team’s ability
to complete missions. Groups in fact could create teaming relationships in an ad-hoc fashion in order to better perform a
mission or save a potentially failed mission.
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444 Move
Mobility is the capability for an unmanned system to change its location or orientation under its own power.

Mobility requires one or more propulsion mechanism to convert energy into motion. Some propulsion mechanisms are
wheels, tracks, legs, wings, propellers, screws, rotors, jets, thrusters, sails, etc.

The platform geometry must enable the propulsion mechanism to produce the desired motion. A mobility platform will
often have multiple control surfaces that produce or alter motion. Air platforms typically have rudders, ailerons, flaps, etc.
Water platforms can have rudders, dive planes, etc. Even ground platforms can have control surfaces in certain cases.
Ground platforms are described by wheel, track, or leg configurations including track width, wheel base, number of legs,
etc.

The envelope describes the performance capabilities of the mohility platform when using a propulsion mechanism. These
capabilities include maximum ceiling altitude and nominal cruise altitude of air platforms, matimum pitch and roll of
ground platforms, and maximum depth of underwater platforms.

445 Actuation
Actuation includes articulation, manipulators, and actuators in general.

Actuation is the act of gausing linear or angular motion by some mechanism/(actuator). The motion of an actuator is
called slue with maximym and minimum slue limits, and maximum and.current slue rate. Unmanned systems require
actuators to manipulate devices such as antenna masts, landing<«géar, mobility control surfaces, cameras, and
manipulator arms.

A manipulator is a chain of links connected at joints with angular-or linear actuators. A manipulafor base is anchored on
the platform and has on¢ or more end effectors. Manipulators;aré often described as having a givgn number of degrees of
freedom (DOF). The ndmber of joints, the combination of joint types, and their physical arrangement determine the
degrees of freedom.

A Pan Tilt Unit (PTU) is a specialized manipulator:that typically has two angular joints which|are orthogonal to one
another. One joint perfgrms “panning”; the other performs “tilting.” PTUs are a common mount|for cameras and other
devices that must be “pginted” at arbitrary positions within an arc around the unmanned system.

Each leg of a legged grgund mobility platferm can be treated as a sequence of actuators.

4.4.6 Environmental Hffects

Environmental Effects glter the jenvironment in some way. This includes grasping, pushing, an
generating emissions su
into the environment tha
and the delivery mechanism.

/or pulling objects and
ch-as heat, light, sound, and substances. These effects introduce a radiafjon, force, or substance
it | ifi i geometry of the target

Moving alters the environment by repositioning some material from one location in the environment to another. One
example is to move solids — usually achieved by pushing with a blade or articulation or picking/scooping, lifting and
placing/dumping with articulation. Another example is to move liquids or gasses — usually achieved by pumping or
blowing.

Cutting alters the environment by drilling or severing something in the environment, such as cutting along a line, drilling at
a point, or grabbing a sample and storing it in a storage receptacle on board the platform.

Clearing is the mitigation, neutralization, or removal of a radiation or substance in the environment. Examples include
decontamination of chemical, biological, radiological, or nuclear agents, and the disabling of mines, explosive ordnance,
or Improvised Explosive Devices.
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5. CAPABILITY VIEW
The Capability View defines behaviors of unmanned systems.

5.1 Discovery

Discovery is learning about other entities for the purpose of possible interactions. Discovery capabilities include, but are
not limited to, enumeration, identification, location, and classification of entities and their capabilities.

5.1.1 Scenario: Discover Remotes

<<precondition>>

Discoverer and Remote have access to same communications link;

H
<<postcondition>>

Remote added to list of Remotes heard,;

}

Discoverer Remote

Query Identity()
- Report Identity() /l L \\::) Vetify Credentials*
Discoverer Creflentials™ T -
\ T
' RN Report only if Discoverer credentials OK
| N Q and of sufficient authority;
| N )
N

N\
N\
AN
\

Remote Identity
Remote Address™

FIGURE 3 - SCENARIO DISCOVER REMOTES

Discovering Remote systems can occur inany of several ways. All remote systems might be listed in a static
configuration file or dafabase, and thus allsknown a priori. Or, the remote system might wait for an appropriately
authenticated Query Idgntity message then-reveal their identity and therefore their presence to the Discoverer (and any
other entity listening on the communications link), see FIGURE 3 for illustration.

The remote’s identity is required soythe Discoverer can differentiate between multiple remotes. Depending on the nature
of the communications link, the«emote may need or wish to include its address in the Report Identjty message.
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5.1.2 Scenario: Discover Remotes on Trusted Link/Network

<<precondition>>

{

Discoverer and Remote have access to same communications link;
}

<<postcondition>>

Remote added to list of Remotes heard;

}

Remote Discoverer
Broadcast or ! Report Identity i
Multicast —— ‘
7
e
e
7
T T
|
Remotg Identity [ |
Remotg Address™ }
|

FIGURE 4 - SCENARIO DISCOVER REMOTES ON TRUSTED LINK/NETWQRK

If discovery is to take| place on trusted communications links, the remote system could gnnounce itself and all
announcements overhegrd by the Discoverer can be added to its list of remote systems, see FIGURE 4 for illustration.

5.1.3 Scenario: Discoyer Capabilities

<<precondition>>

{

Discoverer knows the address and identity of the Remote;

<<postcondition>>

{

Discoverer updates database 6f Remotes capabilities;

}

Discoverer Remote

T
|
Query Capabilities() :

11
—_Reportcapabitities() ]

~
-~

I

[} =~

' (zero or more)

: Capability Descriptor

FIGURE 5 - SCENARIO DISCOVER CAPABILITIES

Another essential function is to provide a list of capabilities in a standard form. Requestors of that list can use it selectively
to request access to individual capabilities, see FIGURE 5 for illustration.
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5.2 Communication

Communication is about exchanging information with the world outside the unmanned system, as well as internally
within it.

5.2.1 Scenario: Establishing Communications

Information about number and type of communications resources, such as receivers, transmitters, antennas, pedestals,
emission types and characteristics, maximum links of each type, etc.

5.2.2 Scenario: Report Communication Status
Communication networks for mobile systems are often fluid and dynamic. Once communications have been established,

it may be necessary for clients to query the status of a link to a particular remate system or receive regular transmissions
from the remote system [o ensure a reliable link.

<<jnvaripnt>>

{
}
<<preconditions>>

{
!

Network permits communication between Remote and Requestor

Comrpunication link established

X
Comm Requestor &Cén\m Remote
i 2 |
QueryLinkStatus() :
ReportLinkStatus()
RequestHeartbeat()
Heartbeat frequency may be
/ requested or preconfigured
ReportHeartbeat() /
v
ReportHeartbeat()
ReportHeartbeat()
- T

FIGURE[6~ SYNCHRONOUS AND ASYNCHRONOUS COMMUNICATION REPQRTING



https://saenorm.com/api/?name=2a50408bcf9054ea36072f839cd34fa9

SAE INTERNATIONAL

AIR5665™C

Page 37 of 64

5.2.3 Scenario: Communication Relay

<<invariant>>

{
Remote controlled by Requestor;
Remote has multiple comm interfaces;

<<postcondition>>

{

Remote provides comm relay between relay 1 interface and either local interface or relay 2 interface;

}

Comm Requestor Comm Remote

T
1
|
L

Relay 1 Comm Cdg
Relay 2 Comm Cdg

An unmanned system m

other capabilities. If slich a capability is present, then _there must be a protocol for sha

communication relay ca
Duplex and Store and F

Full Duplex relaying oc
different communication

Store and Forward relay

to be later transmitted on the same or awdifferent communication link.

5.3 Access

Control capabilities incl
control provides a com

Request Refay()
nfiguration -1
nfiguration* Relay Granted()
Communications relayed ﬁ
L

FIGURE 7 - SCENARIO COMMUNICATION RELAY
ay be equipped to serve as a communication relay, either as its sole mis

pability, such as number and typecof simultaneous relays. Some types of
brward, see FIGURE 7 for illustration.

urs in real time with reception on one communication link and transmig
link. The two links may, use different modes, frequencies, antennas, media

ing is not real time'and requires all message traffic to be stored locally on

ide.gaining, transferring, and relinquishing access to systems and th
mon‘baseline to which application-specific information assurance, encr

5ion, or in addition to its
ring information about
relay are Full and Half

sion on the same or a
, etc.

the unmanned system

bir capabilities. Access
yption, and anti-tamper

EAC 4

capabilities can be adde
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provides means to prevent an unexpected and unwanted exchange from taking place.

erability, access control

Several essential concepts underlying this set of capabilities are Authentication, Authorization and Credentials.
Authentication provides a trusted means of ensuring a party’s identity, roles and organization affiliations. Authorization
determines what that party can and cannot do or know based on its Authentication. Throughout the following section
Credentials are passed about and verified. These Credentials are an abstraction that conveys, via a trusted mechanism,
the party’s identity, roles and organization affiliations. The actual implementation details for Credentials, Authentication

and Authorization may d

iffer from that depicted here, but the essential concepts will not differ.
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5.3.1  Scenario: Bootstrap Credentials

Most unmanned system elements have an ability to verify authentication credentials of remote entities and to maintain
schemes for verifying whether remote entities are authorized for controlling or gaining access. It is necessary to bootstrap
the unmanned system element with its own credentials and to configure the schemes for both verifying external
credentials and checking authorization.

Some unmanned system elements may have authorization bootstrapped only at the factory. Others may be field-
bootstrapped for increased flexibility.

5.3.2 Scenario: Gain Access

<<precondition>>
L

Requestor knows identity and address of Remote;
<<postcondition>>

Requestor has access to one or more capabilities on Remote;

}

Access Requestor Remote

Desired Capability B Gain Access()
Requestor Credentials*  F———4 -
Requested Durgtion* Access Granted() _ 22 Verify Credentials*

h \\:) Verify Credentials*

-

{ N

~{ Respond only if Requestor
credentials OK;

Grant only if Requestor
credentials of sufficient

\ authority;
\ }

Access Gained()

Remote Credentials*
Granted Duration*

FIGURE 8 - SCENARIO GAIN ACCESS

Access to a Remote’s gapabilities ‘@llows one to request and receive information about or from those capabilities. For
instance, access to a Remote’s Localization capability allows one to request the Remote’s Globgl Pose, either one time,
or to have the Global Pdse sent'upon the occurrence of certain events.

Given sufficient authorization, it may be possible to gain access to some or all of a Remote’s capgbilities. The first access
request is typically for the remote system’s list of capabilities. The Requestor could also ask for access to all the remote
system’s capabilities. Otherwise, the Requestor must specify the exact capabilities to which it is requesting access, see
FIGURE 8 for illustration.

If not on a trusted communications link, it is desirable to send and verify credentials for sufficient authorization as part of
requesting access.

It is possible for either the Requestor or the Remote to specify a maximum duration for the access. The Remote can
respond with shorter access duration than the Requestor requested if necessary.

Access can be terminated in one of several ways. The Requestor can relinquish access. If provided, the access duration
can expire and cause the Remote to terminate access. Or, the Remote or its Controller can revoke access for a variety of
reasons.
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5.3.3  Scenario: Modify Access

<<precondition>>

{

Controller wishes to grant access to Remote to Third Party;

}

<<invariant>>

{

Controller controls Remote;

<<postcondition>>

{

Third Party has access to Remote;

}

Controller
‘ Third Party Remaote
| ~ Y
Controller Credentials Grant Access() |
Third Party Identity __L i ‘
N |
Duration Access Granted() 9
Access Granted }
_ |
7
'
e |
e |
L |

Remote Identit ! !
Duration

FIGURE 9 - SCENARIO GRANT ACCESS

The Controller of a Remote can modify (grant or restrict) access to any of the Remotes capabilities. The resulting grants
and restrictions are puf immediately into effect and are retained for later authorization checks, see FIGURE 9 for
illustration.

<<precondition>>

Third Party has access to Remote;
Controller wishes to tevoke access to Remote to Third Party;

}

<<invariant>>

{

Controller controls Remote;

}

<<postcondition>>

Third Party no longer has access to Remote;

¥

Controller
I Third Party Remote
L T
Revoke A
Controller Credentials _ evore lccess() |
Third Party Identity |
Access Revoked()
|
} Access Terminated
— — — { Reason for Termination
(Revoked)
|
- |

FIGURE 10 - SCENARIO REVOKE ACCESS

Each of a Remote’s capabilities may have an authorization requirement necessary for a Requestor to gain access or
control of that capability, see FIGURE 10 for illustration.
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5.3.4 Scenario: Event Reporting

<<precondition>>

Event for Criteria not already setup between Requestor and Source;

}

<<invariant>>
Requestor has gained access to Source;

<<postcondition>>

{

Source sends Events for Criteria until Event Cancelled;

}

EventReqtrestor Event-Souree
! 1
! 1
i e
Create Event()
i Confirm Event()
7
,/ Report Event()
i T=<«_ | Time
4 7 Criteria Trigger*
7 { (one or more)
Event Criteria Report More Events... N Message Conten
(one or more) M P
p /
Requested Mepsage Content Update Event //
~L .
Confirm Event() e
s
Report Event() ,/
Report-More Events...

FIGURE"11 - SCENARIO EVENT REPORTING
Having access or conftrol to a Remote’s capability allows a Requestor to obtain informatipn from that capability.
Information can be obtdined in a number of ways. A one-time request will get a one-time responsg¢. Also, a request can be
made for scheduled, periodic responses, see FIGURE 11 for illustration.

Event criteria can be cancelled.

5.4 Control

Control capabilities include gaining, transferring and relinquishing control of systems and their capabilities.
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5.4.1

Scenario: Gain Control

<<precondition>>

Remote not controlled by anyone;

}

<<invariant>>
Controller knows identity and address of Remote;

<<postcondition>>

{

Remote controlled by Controller;

}

Controller Crede]
Requested Dura]

Control over a Remote ¢
the controller, such as m

Given sufficient authoriz
Control is mutually exclu

If not on a trusted communications link, it is desirable to send and verify credentials for sufficient

requesting control.

It is possible for either

Remote can respond with shorter access duration than the Requestor requested.

Remote Credentials
Granted Duration*

FIGURE 12 - SCENARIO GAIN CONTROL

r one of its capabilities imparts the ability to command the Remote to perfi
aneuvering, changing configuration of sensors, shutting down, etc.

ation, it is possible to gain contrel over a Remote, or one or more of its caf
sive, but control of individualcapabilities can be delegated to one or more

the Requestor.or the Remote to specify a maximum duration for the cq

Controller Remote
T |
|
T 1
’\ Gain-Conttal
htials ___1 _
on Control Granted "7 Verify Credentials
=== — "7
2 Verify Credentials N T
Sl . N {
Control Gained \\ Respond only if Controller credentials OK;
\ Grant only if Controller credentials of sufficienfauthority;
\
Do stuff... \\
\
\
L L

brm actions on behalf of
abilities. Once granted,
Third Parties.

authorization as part of

ntrol. If necessary, the
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542

Scenario: Terminate Control

<<preconditi

{

Requestor h

}

<<postcondi

{

Requestor h

}

on>>
as gained control to Remote;
tion>>

as no control to Remote;

Controller

until expli

Control granted for
for granted duration or
piiy-torm

N

s

Terminate Control()

Remote

Contiakd todl

l

Reason for Termination

N

Control can be terminatéd in one of several ways. The Requestor can relinquiski.control. If provid
e Remote to terminate control. Control of the remote_might be overridden
ke control for a variety of reasons, see FIGURE 13\for illustration.

can expire and cause th
Or, the Remote can revd

5.4.3 Scenario: First H

\YJ

(
I

(Revoked, Expired, Requested)

—

FIGURE 13 - SCENARIO TERMINATE CONTROL

arty Control Transfer

<<precondition>>

First Controller controls Controlleéd Remote;

First Controller wishes to transfer control of Remote to Second Controller;

<<postcondition>>

Second Controller eantrols Controlled Remote;

1st CtIr Credentig
Remote Identity
Remote Address

2nd Ctir Idenfity

ed, the control duration
by a Second Controller.

Hentials ﬁ

Remote Identity

2nd CtlIr Credentials
Requested Duration

}
First Controller
! Second Controller Remote
i
s 1N Prepare Transfer Control() i H
- == - L
B Transfer Control Ready() 5,——’:) Verify Credentials
N -‘::) Verify Credentials | | T~ == _
K=" ———
Prepare Transfer Control() I o T
e [l -
[ 2nd Ctlir Cre

£ Transfer Control Ready()

AN Transfer Control()

Gain Control()
R I Control Terminated() é—"::) Verify Credentials
i Control Granted() =~
TTe~ ) ) Reason
Control Transfer Complete() - _-» Verify Credentials N
~ N

Remote Identity ﬁ

Remote Credentials
Granted Duration*

ﬁ

FIGURE 14 - SCENARIO FIRST PARTY CONTROL TRANSFER
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The Controller of a Remote will occasionally need to allow another Party to control the Remote. This can occur under a
wide variety of circumstances, such as when Remote crosses a jurisdiction boundary, or when the Controller is
compromised and can no longer effectively control Remote, etc.

First Party Control Transfer is a three-way handshake between the First Controller, the Remote, and the Second
Controller. Both the Second Controller and the Remote must be alerted that a transfer is going to take place. The Remote
must be informed of who the new Controller will be and Remote and Second Controller must establish trust, see FIGURE
14 for illustration.

5.4.4 Scenario: Cooperative Second Party Control Transfer

:" Overviewt: <<precondition>>
B L +oomvotoeomioo
Second Controller wishes to take control of Remote;
}
<<postcondition>>
Second Controller controls Remote;
}
Becond Controller
| First Controller 3@
L ' AN,
Remote Identity B N Prepare Transfer Control } _L
2nd Ctir Credentials T~ . N .
: Transfer Control Ready() ___- Verify Credentials
o S, Verify Credentials* | | 0, T —|~ — 1 1st Ctlr Credentials
e
. B Prepare Transfer Control()
2nd CtIr Credentials 1 } {
Transfer Control Ready()
B Gain Contr'ol('
| -
2nd Ctir Credenngls* Control Terminated _ 2> Verify Credentialg
Requested Duration K-~
Control Granted() T=4
——— N Reason
B _ 2> Verify Credentials S
. S N
Remote Identity Control Transferred ~
Remote Credentials
o ~ o Granted Duration*
|
FIGURE™5 - SCENARIO SECOND PARTY CONTROL TRANSFER

r. This can occur for a

A second party will occasio

nally need to take control of a Remote away from the First Controllg
variety of reasons, such las i i R

Second Party Control Transfer can either be a three-way handshake with a responsive, cooperative First Controller, or a
two-way handshake if the First Controller is unresponsive or uncooperative, see FIGURE 15 for illustration.
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5.4.5 Scenario: Second Party Control Override

<<precondition>>

First Controller controls Remote;

Second Controller wishes to take control of Remote;

}

<<postcondition>>

{

Second Controller controls Remote;

}

Second Controller

Remote Identity

T
|
|

First Controller

Remote

2nd Cilr Credentials

2nd Cilr Credentials

2nd CtIr Credentials
Requested Duration*

Remote Identity

Prepare Transfer Control i !
_ 1 S L L
Prepare Transfer Control
|
_r [
- Transfer Control Ready
B Gain Control
2 T .
- Control Terminated() _ s \Verify Crede
e ~
Control Granted ~<
"7, Verify Credentials AN N Reason
-
Control Transferred AN
N
B/ L L Remote Credentigl
I I Granted Duration

A second party will ocd
Controller, see FIGURE

5.5 Platform

htials

T

I

FIGURE 16 - SCENARIO SECOND PARTY CONTROL OVERRIDE

16 for illustration.

psionally need to take control of. @ Remote away from an unresponsive

Unmanned systems ar¢ embodied in a pfatfiorm. A platform has a number of characteristics

dimensions, signaling de
5.5.1 Scenario: Query

Unmanned systems m3g

mass, center of mass w

vices, sensing devices, bays and hardpoints for payloads, etc.

Platform Information

y need<to provide information about their physical dimensions, such a

enwnladen, origin of platform coordinate system, maximum mass, etc.

or uncooperative First

, including its physical

5 height, width, length,

55.2

Scenario: Activate Platform Signals

Unmanned systems may need to provide information about the signaling devices they have access to, such as lights,
audible alarms, Emergency Locator Transponder (ELT), etc.

5.5.3 Scenario: Query Platform Power

Unmanned systems may need to provide information about and means to control their power sources, such as batteries,
engines, fuel cells, gas tanks, etc.

5.5.4 Scenario: Query Payload Information

Unmanned systems may need to provide information about the number and type (bay or hard point) of payload locations,
their mass/size capacities, available power and/or communications ports, etc.
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5.6  Mobility

Mobility encompasses a variety of capabilities that permit an unmanned system to maneuver. Each Mobility capability
focuses on a different abstraction used to express the mobility instructions to the unmanned system.

Several essential concepts underlying this set of capabilities are Coordinate System, Position, Orientation and Pose.
Coordinate System is a system for representing a Point in an n-dimensional space, usually with an axis for each
dimension. The Coordinates of a Point are the components of a tuple of numbers used to represent the location of the
Point in a specific Coordinate System. The Orientation of a rigid body is the components of a tuple of numbers used to
represent the rigid body’s rotation about the various axes in a specific Coordinate System. Pose is the combination of
Coordinates and Orientation in a specific Coordinate System.

All movement is bracketed by Start Movement and Stop Movement messages. The diagrams all show the Start

Movement message arr

ving before any other capability-specific movement message, but the se

If capability-specific mo
Likewise, if there are U
arrives, then the remaini

vement messages arrive first, then movement will be delayed until a-S
nprocessed capability-specific movement messages pending when!Stq
ng capability-specific messages are ignored (or paused) and movement is

uence is not important.
tart Movement arrives.
p Movement message
ceased.

5.6.1 Scenario: Establish Contingency Mobility

<<invariant>>

{

Remote controlled by Requestor;

<<postcondition>>

{

Remote moved,;

Remote executes Movement Contingency

}

Mobile Remote

Mobility Requestor

Contingency ﬁ -

Set Movement Contingency()

Movemen|

Condition Start Movement

Event fulfilling Contingency
Condition occurs

AR

Executing Contingency Movement(} .
ingency

T T
| |
| |

FIGURE 17 - SCENARIO CONTINGENCY MOBILITY
Several types of unmanned vehicles must maintain a certain type and amount of movement to avoid suffering damage or
uncontrolled drifting. When movement is stopped, or if all capability-specific movement messages have been performed,
these types of unmanned system must have a contingency movement behavior, see FIGURE 17 for illustration.

A Movement Contingency is typically a form of Station Keeping.
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5.6.2

Scenario: Perform Pose Mobility

<<invariant>>

{

Remote controlled by Requestor;

<<postcondition>>

{

Remote moved;
Remote executes Movement Contingency

}

Kinematic Li

its ﬁ

(one or mo
Pose #
Time*
Pose

Mobility Requestor

Movement Confingency™ ﬁ L

Start Movement()

Mobile Remote

Set Pose()

Set more poses...

Stop Movement()

AN
7/
//

Pose Mobility is the ca
Exactly how the unman

illustration.

Waypoint Mobility is a s

FIGURE 18= SCENARIO POSE MOBILITY

pability of a Mobile Remote to be commanded to move from its curren
hed system proceeds from Pose to Pose is not specified. An expected T
that the unmanned system is expected\to arrive at the specified Pose exactly at the specified Ti

ibsetf Pose Mobility with limited or no kinematic limits or time and space

> Execute Movemen

-

Contingency

t Pose to a new Pose.
ime can be included so
me, see FIGURE 18 for

tolerance constraints.
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5.6.3 Scenario: Perform Station Keeping Mobility

<<precondition>>

{

Remote controlled by Requestor;

}

<<postcondition>>

{

Remote Loiters on Station

}

Mobility Requestor

Mobile Remote

|

|

( Start Movement i
Set Station Keeping Pattern()

Station Keepifig Pattern #
Pattern Geontetry

Loiter Point
Time*

\/\ Loiter on Station
Other Movement Command(} -

Station Keeping, also cplled Loiter, is the ability for an unmanned system®to maintain a Pose

FIGURE 19 - SCENARIO STATION KEEPING MOBILITY

executing a simple movegment pattern, see FIGURE 19 for illustration.

Different types of unmanned systems require different movement*patterns to perform Statig
maintain a Pose by not|moving at all. UAVs must perform a varigty of loops or figure-eight patte
through (and thus maintain) a Pose. UUVs, USVs, and UAVS capable of hovering can keep
enough movement to oppose the effects of winds and currents. UGVs can maintain Orientation wh
due to the typical propulsion systems in UUVs, USVs and.UAVs, these unmanned systems cannc

maintain a constant Origntation.

Station Keeping is often |used to establish a rendevous location prior to recovery of a remote platfo

(within a tolerance) by

n Keeping. UGVs can
rns to periodically pass
station by applying just
ile Station Keeping, but
t easily or continuously

rm.
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5.6.4 Scenario: Kinematic Mobility

<<invariant>>

f?emote controlled by Requestor;
}<<postcondition>>

f?emote moved,

Remote executes Movement Contingency

}

Mobility Requestor Mobile Remote
| |
i 1
=N - - — |
SetKmermatictimitsty I
|
Kinematic Limits | |——————— B
j Start Movement()
Kinematic State Request()
(one or more) _-" i \\
Request#* - N
Kinematic Limits* ~
Depends Requestft* Add more kinematic state requests... Y
Start Criteria® I Move
Target Criteria™ /
Kinematic State Q //
Stop Movement() i 7
— =] Z‘ -~
Movement Contingency™ - \:; Execute Movement Contingency
P

T T
|
|
|

FIGURE 20 - SCENARIO KINEMATIC MOBILITY

Kinematics of a rigid bpdy is the description of the translational and rotational motion of the figid body in a specific
Coordinate System, emphasizing the derivatives of position. Kinematic Mobility is the capability tp specify in engineering
units both instantaneouq and future kinematics-of the unmanned system, see FIGURE 20 for illustfation.

An important element of Kinematic Mobility is the ability to specify kinematic limits. These limits| instruct the unmanned
system not to exceed a ¢ertain amount of velocity, acceleration, or jerk on any or all of its axes.
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5.6.5 Scenario: Path Mobility

Kinematic Limits

<<invariant>>

f?emote controlled by Requestor;
}<<postcondition>>

f?emote moved,;

Remote executes Movement Contingency

{one or more)
Request#*

Depends Requ
Start Criteria®

Target Criteria*|
Path Definition

Kinematic Limitg*

}
Mobility Requestor Mobile Remote
! I
il |
Set Kinematic Limits() |
|
_______ Start Movement()
Path Definition()
_ - \\\
- N
_- N
- \
_ \
Add more path definitions... I, Move
b St //
Stop Movement() 7
- Z‘ -—
_- 7 ~ 3" Execute Movement Con{ingency
P T Sl
|

Movement Cd

‘ 0
ntingency™ |
¥
|

Path Mobility is much li
path is fully specified, se

FIGURE 21 - SCENARIOPATH MOBILITY

e FIGURE 21 for illustration.

e Pose Mobility, except that a mere sophisticated description of the unnanned system’s travel
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5.6.6  Scenario: Primitive Mobility

Kinematic

—— -

<<invariant>>

{

Remote controlled by Requestor;

<<postcondition=>>

{

Remote moved;

Remote executes Movement Contingency

}

Mobility Requestor

T

Set Kinematic Limits()

Mobile Remote

|
|
|
|
|
!

Start Movement()

| imits

Set Wrench Effort()

Wrench B

Set more wrench efforts... ﬁ

Movement

Stop Movement()

ontingency™ ﬁ L
|
|

Primitive Mobility contro
vehicle, see FIGURE 22

All element values are

platform. For example,
Propulsive Linear Effort

5.6.7

Homing is similar to P
reference. Examples of
may be active or passi
passive systems, inform

5

"S> Execute Movement C

FIGURE 22 - SCENARIO PRIMITIVE MOBILITY

s platform mobility actuators by mapping command elements to the speci

for illustration.

ntingency

fic mobility controls of a

H percentage. Thus, wishjng:to command half of the potential forward propulsive power would
result in an element valye of fifty percent. All elements of Primitive Mobility are not necessarily a
a typical wheeled vehiclé can be controlled with only three elements of
X (throttle), Propulsive*Rotational Effort Z (steering), and Resistive Linear

Scenario: Perfom Homing

pse Mobility except that the new Pose may be specified with respect
homingtinclude docking of a platform with a host, mid-air refueling, or smart munitions. Homing

e.

btion' about the motion of the destination is provided by an external systen.

Invactive homing systems, the platform must find and track the tar

pplicable to a particular
the wrench command:
Effort X (brake).

to a moving frame of

pet autonomously. For

Homing generally requires the platform to move toward the host or target. For maintaining a fixed pose with respect to a
moving frame of reference, see ‘Convoy’.

5.7 Articulation

Articulation permits an unmanned system to move an end effector in reference to the unmanned system in order to grasp,
push, and/or pull objects or to simply position a device in a specific pose relative to the platform or the environment.
There are currently three articulation movements: Primitive, Path, and Pose. Primitive articulation is the positioning of the
end effector via a human interface device (e.g., joystick) by an end user. Path articulation is movement over the same
path, continuously. Pose articulation is orienting the end effector.

571

Information about the number and type of Articulators and their configuration.

Scenario: Query Articulator Information
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5.7.2 Scenario: Perform Pose Articulation

Similar to Pose Mobility, Pose Articulation permits directing an articulator by defining a series of Poses for its end effector.

5.7.3

Scenario: Perform Path Articulation

Similar to Path Mobility, Path Articulation permits defining a path for the articulator Tool Point to travel, possibly

repeatedly.

5.7.4  Scenario: Perform Primitive Articulation

Similar to Primitive Mobility, Primitive Articulation permits directing Articulator motion by percentage efforts of each joint in

the Articulator.

5.8 Mission Planning

Mission Planning is the pbility to reason about the current state of the World Model and create a
some desired new statelin order to meet specific objectives while operating under specific constra

5.8.1

In order for a system to[plan a mission, it must have mission goals specified:) Mission goals can !
world state (e.g., the blue crate should be on top of the red crate) or ih. terms of system stat
deployed its solar panel§). In some cases, these two views overlap (e.g\the system should be at

Scenario: Defing Mission Plan

lan of action to achieve
nts.

be described in terms of
b (e.g., the system has
location X,Y at time T).

In addition to mission gpals, a system may have constraints on the mission imposed by map and route definitions. By

limiting the possible sta
definitions, the search 5
radius around the start |

Constraints on mission
In order to support mu
commands to be applie
based on an invalid or u
5.8.2 Scenario: Alter |
The Alter Mission Plan

entirely new sub-plan wi
sub-plan. Altering a mi

s of the system through map definitions;*and the transitions between thg
pace of the mission plan may be redtced. Examples include limiting
bcation, or preventing a mission plan from traveling against a tidal current.

lans may also be imposed by(specifying one or more mission behaviors.
tiple mission definitions; a unique mission identifier should be used.
i only to a specific mission definition. Requests to modify, execute or de
hknown identifier should be rejected.

Mission Plan

bperation.allows the requestor to modify an identified mission plan. This

thin the existing plan, or it may replace an existing sub-plan with a new su
5sioR plan may not replace the existing plan's start point. In some cas

se states through route
mobility to a predefined

This allows subsequent

lete a mission definition

bperation may insert an
b-plan including a blank
bs, requests to alter an

executing mission plan

5.8.3

ay he rpjprfpd if the current state of the qufpm does not pprmit thase ch

Scenario: Execute Mission Plan

anges.

Once a mission has been defined, requestors with appropriate levels of authority may initiate execution of a mission plan,
based on the unique identifier. During execution, missions may be paused, resumed, or cancelled.

5.8.4 Scenario: Report Mission Plan Status

The current state of a mission plan should be available at any point during its execution. This may be represented as a
percent complete, a list of remaining objectives, estimate of time remaining, or other quantitative assessment of progress.
Systems may also report success or failure with respect to identified mission objectives.
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