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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees coIIaborate in flelds of mutual mterest Other mternatlonal organlzatlons governmental
and non-govefni ' ° ' R mation
technology, ISO and IEC have establlshed a joint techmcal comm|ttee ISO/IEC JTC 1.

International §tandards are drafted in accordance with the rules given in the ISO/IEC Directives; Part 2.

The main task of the joint technical committee is to prepare International Standards. \Draft International
Standards adgpted by the joint technical committee are circulated to national bodies for voting. Publication as
an Internationgl Standard requires approval by at least 75 % of the national bodies ¢asting a vote.

Attention is drawn to the possibility that some of the elements of this document'\may be the subject of|patent
rights. ISO andl IEC shall not be held responsible for identifying any or all such,patent rights.

ISO/IEC 27008 was prepared by Joint Technical Committee ISONEC JTC 1, Information techfology,
Subcommitteq SC 27, IT Security techniques.

iv © ISO/IEC 2010 — All rights reserved
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Introduction

The purpose of this International Standard is to provide practical guidance in developing the implementation
plan for an Information Security Management System (ISMS) within an organization in accordance with
ISO/IEC 27001:2005. The actual implementation of an ISMS is generally executed as a project.

The process described within this International Standard has been designed to provide support of the
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Information technology — Security techniques — Information
security management system implementation guidance
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tional Standard is not appropriate.

llowing referenced” documents are indispensable for the application of this docums

refere

document (including-any amendments) applies.

ISO/IEC 27000:2009, Information technology — Security techniques — Information security
systems ~>Overview and vocabulary

ces, only thé. edition cited applies. For undated references, the latest edition of t

ternational Standard focuses on the critical aspects needed for successful design‘and inplementation

5. It describes
ation plans. It
a project to
s guidance on

5 applicable to
zations) of all
rive the ISMS
Standard are
hat a layered
pnal Standard
5 International

requirements.
01:2005 and
specified in
formity to this

nt. For dated
he referenced

management

ISO/IEC 27001:2005, Information technology — Security techniques — Information security management
systems — Requirements

3 Terms and definitions

For

the purposes of this document,

the terms and definitions given in

ISO/IEC 27001:2005 and the following apply.

3.1

ISMS project
structured activities undertaken by an organization to implement an ISMS

© ISO/IEC 2010 — All rights reserved
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4 Structure of this International Standard

4.1 General structure of clauses

The implementation of an ISMS is an important activity and is generally executed as a project in an
organization. This document explains the ISMS implementation by focusing on the initiation, planning, and
definition of the project. The process of planning the ISMS final implementation contains five phases and each
phase is represented by a separate clause. All clauses have a similar structure, as described below. The five
phases are:

a) Obtaining management approval for initiating an ISMS project (Clause 5)

b) Defining ISBMS Scope and ISMS Policy (Clause 6)

c) Conducting Organization Analysis (Clause 7)

d) Conducting Risk Assessment and Risk Treatment planning (Clause 8)
e) Designing the ISMS (Clause 9)

Figure 1 illustfates the five phases of the planning of the ISMS project referring to ISO/IEC standar@ls and
main output dpcuments.

Obtaining

| Defining ISMS scope, Conducting information' Conducting risk
management aﬁg"a‘éa boundaries and ISMS security requirements assessment and Design the ISMS
or initiating an policy analysis planning risk treatment
project
5 6 7 8 8
M t Written notice o Final ISMS
apa;z%gmgp The ISMS Information management project
SRS Scope and seeurity approval for : :
'S'"?“ng ISMS boundaries requirements implementing the implemerntation
roject oM plan
ISMS Poliey \ Information asse% Risk treatment p%
Results from SoA, including
information the control
security objectives and the
assessment selected controls

»

Timeline

Figure 1 — ISMS project phases

Further information is noted in the annexes. These annexes are:

Annex A. Summary of activities with references according to ISO/IEC 27001:2005
Annex B. Information security roles and responsibilities

Annex C. Information on planning of internal audits

Annex D. Structure of policies

Annex E. Information on planning of monitoring and measuring

2 © ISO/IEC 2010 — All rights reserved
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4.2 General structure of a clause

Each clause contains:

a) one or more objectives stating what is to be achieved noted in the beginning of each clause in a text box;

and

b) one or more activities necessary to achieve the phase objective or objectives.

Each activity is described in a subclause.

Activit
Activi
The ad

Input

The in
activiti
from a
clause

descriptions in each subclause are structured as follows:

Y

tivity defines what is necessary to satisfy this activity which achieves all or part)of the phal

put describes the starting point, such as the existence of documented decisions or outp
bs described in this International Standard. Inputs could either. be referred to as the cd
h activity just stating the relevant clause or specific informatien-from an activity may be g
reference.

Output

The o
output

Other

ce

ble in all cases and other ways of achieving-the results may be more appropriate.

itput describes the result(s) or deliverable(s), upon completion of the activity; e.g. a d
5 are the same, independent of the’size of the organization or the ISMS scope.

information

The o
exam

NOTE
based
depend
regard
activity

her information pravides any additional information that may assist in performing th
le references to other standards.

The phases and activities described in this document include a suggested sequence of perf
on the dependencies identified through each of the activities’ “Input” and “Output” descrip
ing on many different factors (e.g., effectiveness of management system currently in place, ung
to theimportance of information security, reasons for implementing an ISMS), an organization
in any_order as necessary to prepare for the establishment and implementation of the ISMS.

Se objectives.

uts from other
mplete output
dded after the

ance may not

ocument. The

e activity, for

brming activities
ions. However,
erstanding with
may select any

4.3 Diagrams

A project is often illustrated in graphical or diagram form showing an overview of activities and outputs.

Figure 2 illustrates the legend of diagrams which are illustrated in an overview subclause of each phase. The
diagrams provide a high level overview of the activities included in each phase.

© ISO/IEC 2010 — All rights reserved
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The ISMS project planning phases

Phase

E E‘<
o 2

Timeline
The activities of the phase
Activity
A
Document i ?
Document i ?
Activity Activity
B c - = om
Document Z : Document Z :
Document 2 § Document 2 §
Timeline

Figure 2 — Flow diagram legend
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The upper square illustrates the planning phases of an ISMS project. The phase explained in the specific

clause

is then emphasized with its key output documents.

The lower diagram (activities of the phase) includes the key activities which are included in the emphasized

phase

of the upper square, and main output documents of each activity.

The timeline in the lower square is based on the timeline in the upper square.

Activity A and Activity B can be executed at the same time. Activity C should be started after Activity A and B
is finished.

5 O|btaining management approval for initiating an ISMS project

5.1

There
order {
projec

Dverview of obtaining management approval for initiating an ISMS project
are several factors that should be taken into consideration when deciding 6 implemer

and approve it. Therefore the objective of this phase is:

t an ISMS. In

o address these factors, management should understand the business case of an ISMS inplementation

Objec

To obt]

ive:

Bin management approval to start the ISMS project by defining a business case and the p|

roject plan.

In orde¢r to acquire management approval, an organization<should create a business case whig

prioriti
The in

The w
clarify

The e

implement, an ISMS and performing the) activities described in this International Standard. Th

from th
Figure

NOTE
of the
ISO/IE
this do

ps and objectives to implement an ISMS in addition to the structure of the organization
tial ISMS project plan should also be created.

brk performed in this phase will enable the~0rganization to understand the relevance of
the information security roles and responsibilities within the organization needed for an IS

kpected output of this phase will be' the preliminary management approval of, and ¢
is clause include a business case and a draft ISMS project plan with key milestones.
3 illustrates the process to.obtain management approval to initiate the ISMS project.

The output from-Clause 5 (Documented management commitment to plan and implement an

C 27001:2005. However, the outputs from these activities are recommended input to other activit|
ument.

h includes the
for the ISMS.

an ISMS, and
MS project.

ommitment to
e deliverables

ISMS) and one

outputs of Clause 7 (Document summarization of the information security status) are not fequirements of

es described in
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project
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initiating ISMS
Project

Defining ISMS scope,
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6

Conducting information
security requirements
analysis

7

Conducting risk
assessment and
planning risk treatment

8

Design the ISMS

- —»
Timeline

Clarify the
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s priorities

to develop gn ISMS

5.2

Objectiv
ISM

contractu
industry g
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informatig
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Summariged
bs for a
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List of reg
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_

n security
nization

Define the preliminary
ISMS scope

5.3

Develop the preliminary
ISMS scope.

5.3.1

Define roles &
responsibilities for the
preliminary
ISMS scope

5.3.2

)
Outlined
business

characteristics

Description of
roles and
responsibilities
for implementing
an ISMS

Create the business
case and the project
plan for management
approval

5.4

Business case

ISMS Project
Proposal

Approval of an
ISMS Project

n - L4
Timeline

Figure 3 — Overview of obtaining management approval for initiating an ISMS project
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5.2 Clarify the organization’s priorities to develop an ISMS

Activity

The objectives to implement an ISMS should be included by considering the organization’s information
security priorities and requirements.

Input

a)

b)

the organization’s strategic objectives

overview of the existing management systems

c) a

Guidalgce
In ordgr to start the ISMS project, management approval is generally needed. Thetefore, the fi

ist of legal, regulatory, and contractual information security requirements applicable to ths

organization

st activity that

should be performed is to collect the relevant information illustrating the value of ‘an ISMS to th¢ organization.
The onganization should clarify why an ISMS is needed and decide the objectives of the ISMS implementation
and inftiate the ISMS Project.

The obyjectives for implementing an ISMS can be determined by answeéring the following questions:

a) rigk management — How will an ISMS generate better managément of information security risks?

b) efficiency — How can an ISMS improve the managementof information security?

c) bysiness advantage — How can an ISMS create competitive advantage for the organization?

In ordgr to answer the questions above, the organization’s security priorities and requirements

bre addressed

by the[following possible factors:
a) crjtical businesses and organization areas:
1] What are the critical businesses‘and organizational areas?
2| Which organizational aréas-provide the business and with what focus?
3.] What third party relationships and agreements exist?
4. Are there any services that have been outsourced?
b) sensitive or valuable information:
1.[ Whatinformation is critical to the organization?
2| What would be the likely consequences if certain information were to be disclosed tdg unau)’;horized
parties{e.-g—loss-of compstitiveadvantage-damage-to-brand orreputationlegalaction, etc.)?
c) laws which mandate information security measures:
1. What laws relating to risk treatment or information security apply to the organization?
2. Is the organization part of a public global organization that is required to have external financial
reporting?
d) contractual or organizational agreements relating to information security:
1. What are the storage requirements (including the retention periods) for data storage?
2. Are there any contractual requirements relating to privacy or quality (e.g. service level agreement-

SLA)?

© ISO/IEC 2010 — All rights reserved
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industry requirements which specify particular information security controls or measures:
What sector-specific requirements apply to the organization?

The threat environment:

What kind of protection is needed, and against what threats?

What are the distinct categories of information that require protection?

What are the distinct types of information activities that need to be protected?

Competitive Drivers:

Whal are the minimum market requirements for information security?

Wha{ additional information security controls should provide a competitive advantage f

organization?

e)
1.
f)
1.
2.
3.
9)
1.
2.
h) Business
1.  What
2. How

The prelimina
in order to cr
ISMS scope w

The requirem
characteristics
from the abov

Some topics W

a) What are
and the o
b) Is the reg
people in
c) How will
through th
d) Can the
maintaine

continuity requirements
are the critical business processes?
ong can the organization tolerate interruptions to each critical business process?

y ISMS scope can be determined by responding to the inforfriation above. This is also 1
bate a business case and overall ISMS project plan for management approval. The d
ill be defined during the ISMS project.

ents noted in ISO/IEC 27001:2005 reference 4.2.1a) outline the scope in terms
of the business, the organization, its location, assets and technology. The resulting infor
b supports this determination.

hich should be considered when making the initial decisions regarding scope include:

the mandates for information securitydnanagement established by organizational manag
bligations imposed externally on the organization?

different subsidiaries or different departments)?

he ISMS-related documents be communicated throughout the organization (e.g. on p4g
e corporate intranet)?

current management systems support the organization’s needs? Is it fully operationa
d, and functioning as intended?

Examples of management objectives that may be used as input to define the preliminary ISMS scope in

a) facilitating

business continuity and disaster recovery

or the

eeded
etailed

of the
mation

ement

ponsibility for the proposed intscope systems held by more than one management teaf (e.g.

per or

[, well

Clude:

b) improving

c) addressin
d)
e)
f)
9)
h)

i)

providing

resilience to incidents

g legal/contractual compliance/liabilities

enabling certification against other ISO/IEC standards
enabling organizational evolution and position
reducing costs of security controls

protecting assets of strategic value

establishing a healthy and effective internal control environment

assurance to stakeholders that information assets are properly protected

© ISO/IEC 2010 — All rights reserved
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Output

The deliverables of this activity are:

a) a document summarizing the objectives, information security priorities, and organizational requirements
for an ISMS.

b) a list of regulatory, contractual, and industry requirements related to the information security of the
organization.

c) Outlined characteristics of the business, the organization, its location, assets, and technology.

Other

information

ISO/IE
5.3

5.3.1

Activi

C 9001:2008, ISO/IEC 14001:2004, ISO/IEC 20000-1:2005.
Define the preliminary ISMS scope

Develop the preliminary ISMS scope

Y

The olpjectives to implement ISMS should include the preliminary ISMS scope definition, whic

for the

Input
Outpu

define

ISMS project.

from Activity 5.2 Clarify the organization’s priorities to develop an ISMS.

Guida[_lce
In order to execute the ISMS implementation project, the structure of an organization for the IS

. The preliminary scope of the ISMS should now be defined to provide management wit

implementation decisions, and to support further activities.

The pn
manag

The ol

a) a
m

b) a

c) a

eliminary ISMS scope is needed in order to create the business case and the proposed {
ement approval.

tput from this stage will'be a document defining the preliminary scope of the ISMS, which

summary of themandates for information security management established by
pnagement, and the obligations imposed externally on the organization;

Hescriptionyof how the area(s) in scope interact with other management systems;

ist.of the business objectives of information security management (as derived in clause 5

N is necessary

MS should be
h guidance for

roject plan for

includes:

organizational

2);

d) a list of critical business processes, systems, information assets, organizational structures and
geographic locations to which the ISMS will be applied.

e) the relationship of existing management systems, regulatory, compliance, and organization objectives;

f) the characteristics of the business, the organization, its location, assets and technology.

The common elements and the operational differences between the processes of any existing management
system(s) and the proposed ISMS should be identified.

Output

The deliverable is a document which describes the preliminary scope of the ISMS.
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Other information

No other speci

NOTE

fic information.

Special attention should be drawn that in case of certification specific documentation requirements of

ISO/IEC 27001:2005 as for the ISMS scope are to be fulfilled regardless of the management systems in place within the

organization.
5.3.2 Define

Activity

roles & responsibilities for the preliminary ISMS scope

Tl Wi

The overall ro

Input

a) outputfro

b) list of staK

Guidance

In order to exe
generally is di
The organizat
organization.

However, ma

Information Se¢curity Manager or similar) with overall responsibility’ for managing information security, g

staff should bd
to ensure that

The most imp

a) overallre
b) one persq

informatid
c) each emyq

in the workplace and in the organization.

The roles for
Security Forun

Collaboration

the developmeént, implementation, operation and maintenance of the ISMS.

pu | HNHHH £ o IH + o o lal lo afi ol
© dITU TCTOPYUITOIVITIUTO TUT UTC PITHTTINAary Tolvio oLUPT olTUUTU VT UTTITICU.

M Activity 5.3.1 Develop the preliminary ISMS scope

eholders who will benefit from results of the ISMS project.

cute the ISMS project, the role of an organization for the project should be determined. T
onal structure and resources for information security vary with the size, type and structurg
For example, in a smaller organization, several roles may-be carried out by the same
nagement should explicitly identify the role (typically Chief Information Security

assigned roles and responsibilities based on the skill required to perform the job. This is
the tasks are carried out efficiently and effectively.

brtant considerations in the definition of roles in information security management are:

Eponsibility for the tasks remains at the-management level,

n security process,
loyee is equally responsijble for his or her original task and for maintaining information s
managing information security should work together; this may be facilitated by an Infor|
n, or similar-pody.

with appropriate business specialists should be undertaken (and documented) at all stg

Representativ

he role

ferent at each organization, because of the number of peoplé-dealing with information s¢curity.

of the
erson.
Dfficer,
nd the
critical

n (usually the Chief Information“Security Officer) is appointed to promote and co-ordinate the

ecurity

mation

ges of

s from daenartmants within thae identified-scone-{(such a3s ricsk mananamant) arg notantia
3S—HOo-GepaiRetSWiHR—tRe1aehiHea peSHeHaSHS«HRaageehtale-potehta

ISMS

implementation team members. This team should be maintained at the smallest practical size for speed and
effective use of resources. Such areas are not only those directly included in the ISMS scope, but also the

indirect divisio

Output

ns, such as legal, risk management and administrative departments.

The deliverable is a document or table describing the roles and responsibilities with the names and

organization n

eeded to successfully implement an ISMS.

Other Information

Annex B provides details of roles and responsibilities needed in an organization to successfully implement an

ISMS.
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5.4 Create the business case and the project plan for management approval

Activity

The management approval and commitment of resources for the ISMS implementation project should be
obtained by creating the business case and the ISMS project proposal.

Input

a)

b)

Guidahce

The information for the business case and initial ISMS project plan sshould include estim
resourpes, and milestones needed for the main activities noted in Clauses.6 to 9 of this Internat

The business case and initial ISMS project plan serve as the base of the project, but
management commitment and approval of resources needed forsthe ISMS implementation. 1
which |the implemented ISMS will support the business objectives contributes to the effecti
organigational processes and increases the efficiency of the\business.

The business case for implementing an ISMS should\include short statements linked to the
objectives and cover the following subjects:

2.| associated roles and responsibilities.

output from Activity 5.2 Clarify the organization’s priorities to develop an ISMS

output from Activity 5.3 Define the preliminary ISMS scope — The documented: preliminary

1. ISMS scope and

gaals and specific objectives

benefit to the organization

preliminary scope of ISMS including business processes affected
crjtical processes & factors for reaching the ISMS objectives
high-level project overyiew

inftial implementation plan

defined roles’and responsibilities

ated timeline,
onal Standard.

also ensures

he manner in
veness of the

organization’s

reguired resources (both technology and people)

implementation considerations including existing information security

timeline with key milestones

expected costs
critical success factors

quantify the benefits to the organization

The project plan should include relevant activities of phases in Clause 6-9 set forth in this International
Standard.

© ISO/IEC 2010 — All rights reserved
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Individuals that effect, or are affected by, the ISMS should be identified and allowed adequate time to review
and comment on the ISMS business case and ISMS project proposal. The business case and ISMS project
proposal should be updated as necessary as input is provided. Once sufficient support is gained, the business

case and the |

SMS project proposal should be presented to management for approval.

Management should approve the business case and initial project plan in order to achieve full organization

commitment a
The expected

a)

nd begin execution of the ISMS project.

benefits from management commitment for implementing an ISMS are:

relating to information security, resulting in avoidance of liabilities and penalties of non-compliance,

knowledge and implementation of relevant laws, regulations, contractual obligations and standards

b) efficientu

c) stability a
d) identificat
Output

The deliverabl
a) adocumsd

b) adocumg

an initial
internal a

c)

Other Information

e of multiple processes for information security,
hd increased confidence to grow through better management of information security risks

on and protection of business-critical information.

es of this activity are:
nted approval by management to execute the ISMS projectwith the allocated resources

nted business case

Ldits, and management review)

ISO/IEC 2700

6 Definin

6.1 Overvi
Management
business case
definition of th

successful implementation of the ISMS.

D:2009 for examples of critical success factors to support the ISMS business case.

g ISMS scope, boundaries and ISMS policy

pw of defining ISMS scope, boundaries and ISMS policy

approval for the. implementation of an ISMS is based on the preliminary ISMS scope
and initialproject plan. The detailed definition of the scope and boundaries of the ISM
e ISMS(policy and acceptance and support by management are the key primary fact

Therefore, the

SMS Project Proposal, with milestones, such, as \performing risk assessment, implementation,

ISMS
S, the
prs for

objectives of this phase are:

Objectives:

To define the detailed scope and boundaries of the ISMS and develop the ISMS policy, and obtain
endorsement from management

ISO/IEC 27001:2005 reference: 4.2.1 a) and 4.2.1 b)

12
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In order to achieve "Define the detailed scope and boundaries for the ISMS" objective, the following activities

are ne

cessary:

define the organizational scope and boundaries,
Information Communication Technology (ICT) scope and boundaries and

physical scope and boundaries.

specified characteristics in ISO/IEC 27001:2005 reference 4.2.1 a) and b), i.e. business, organization,

location, assets and technology aspects of the scope and boundaries, and policy are determined in the
process of defining these scope and boundaries

e) in
To ach
neces

To bu
determ
termin
mechg
the im

Itis pg
divisio
the sc
ofad
existin

Organ
(6.4) 4
and bg

egrate elementary scope and boundaries to obtain the ISMS scope and boundaries

ieve the definition of the ISMS policy and obtain acceptance from the management, a s
bary.

Id an effective management system for the organization, the detailed/scope of the IS
ined by considering critical information assets of the organization. It-is‘important to hg
blogy and systematic approach for identifying information asse€ts—and assessing \
nisms. This enables ease of communication and fosters consistent uhderstanding throug

ngle activity is

MS should be
ve a common
iable security
n all phases of

blementation. It is also important to ensure that critical organization areas are included in fhe scope.

ssible to define the scope of an ISMS to encompass the entire organization, or a part the
h or clearly bounded subsidiary element. For example,Sin the case of "services"
pbpe of the ISMS can be a service, or a cross-functienal management system (an entire
vision). The requirements of ISO/IEC 27001:2005%shall be fulfilled for certification reg
J management systems in place within the organization.

zational scope and boundaries, ICT scopé and boundaries (6.3) and physical scope a
re not always to be carried out sequentially. However it is useful to reference already o
undaries when defining other scope-and boundaries.

of, such as a

e
providedlto customers,
ivision or part

ardless of the

nd boundaries
btained scope

© ISO/IEC 2010 — All rights reserved
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14

Obtaining
management approval
for initiating an ISMS
project

Defining ISMS scope,
boundaries and ISMS

policy

Conducting information
security requirements
analysis

Conducting risk
assessment and
planning risk treatment

Design the ISMS

5 6 7 8 9
Management
approval for 'Is'he ISMS .
initiating ISMS b°°p§ an
Project oundaries
ISMS Policy
>
Timeline
Defing organizational
scopg and boundaries
6.2
Qrganizational
bpundaries for
the ISMS
Defing information
comrpunication
techrology scope and
bounfaries
6.3
The ICT scope
ahd boundaries
Defing physical scope
and poundaries
6.4
The physical
spope and
bpundaries
Integrate each scope
and boundaries to obtai
the ISMS scope and
boundaries
The ISMS
scope and
boundaries
Develop the ISMS
Policy and obtain
approval from
Management
6.6
ISMS policy \
»
Timeline

Figure 4 — Overview of defining ISMS scope, boundaries and ISMS policy
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6.2 Define organizational scope and boundaries

Activity

The organizational scope and boundaries should be defined.

Input

a)
IS

1.

MS which addresses:

output from Activity 5.3 Define the preliminary ISMS scope - The documented preliminary scope of the

relationship of existing management systems, regulatory, compliance, and organization objectives;

2.

b) o

af

Guidahce

The ar
to be
items
contro
risk. If]
reasor

When
those

Some
other
necesy

One nj
overla

Respo
should
bound
a) IS
th
a

b)

characteristics of the business, the organization, its location, assets and technology:

tput from Activity 5.2 Clarify the organization’s priorities to develop an ISMSY- Th
proval by management to implement an ISMS and start the project with necessary resou

hount of effort required to implement an ISMS is dependent on thexmagnitude of the scop|
hpplied. This can also impact all activities relating to maintenance of information secur
such as process, physical locations, IT systems and people)yincluding implementing a
s,managing operations, and carrying out tasks such as identifying information assets
management decides to exclude certain parts of the organization from the scope of
s for doing so should be documented.

the scope of the ISMS is defined, it is important that its boundaries are clear enough to b
wvho were not involved in its definition.

controls relating to information security may already be in existence as a result of the
management systems. These shouldsbe taken into account when planning the ISM§
barily indicate the boundaries of the scope for the current ISMS.

ethod of defining organizational boundaries is to identify those areas of responsibility
bping to ease assignment of.accountability within an organization.

hsibilities directly related to information assets or business processes included in thg
be selected as a part*of organization which is under control of the ISMS. While defining
pries the following factors should be considered:

MS management forum should consist of managers directly involved in the scope of the |

the\areas of responsibility affected (i.e. their role will usually be dictated by their span

documented
ces allocated.

e to which it is
ty of in-scope

nd assessing
e ISMS, their

}d maintaining

e explained to

deployment of
b, but will not

hich are non-

ISMS scope
organizational

5MS.

e membper of management responsible for the ISMS should be the one who is ultimately tesponsible for

of control and

re

sporsibility within an organization).

In the case where the role responsible for managing the ISMS is not a member of senior management, a

top management sponsor is essential to represent the interests of information security and act as the
advocate for the ISMS at the highest levels of the organization.

d)

risk assessment, and to address the risks that might arise through these boundaries.

Scope and boundaries need to be defined to ensure that all relevant assets are taken into account in the

Based on the approach, the organizational boundaries analyzed should identify all personnel affected by the
ISMS, and this should be included in the scope. The identification of personnel may be linked to processes
and/or functions depending on the selected approach. If some processes within the scope are outsourced to
the third parties those dependencies should be clearly documented. Such dependencies will be subjected to
further analysis in the ISMS implementation project.

© ISO/IEC 2010 — All rights reserved
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Output

The deliverables of this activity are:

on that have been excluded from the ISMS scope,

and structure of those parts of the organization within the scope of the ISMS,

description of organizational boundaries for the ISMS, including any justifications for portions of the

identification of information exchanged within the scope and information exchanged through boundaries

organization processes and the responsibilities for the information assets of the scope and outside scope,

a)

organizati
b) functions
c)
d)
e) process f

br the hierarchy of decision making as well as structure within the ISMS.

Other information

No other spec

6.3 Define

Activity

The scope a
technology ite

Input

a) output fro
the ISMS

b) output fro
Guidance

The definition
IT-based) apy

processes intdg
of the organiz

fic information.

information communication technology (ICT) scope and boundaries

nd boundaries of the elements of information communication technology (ICT) and
ms covered by the ISMS should be defined.

M Activity 5.3 Define the preliminary ISMS_scope - The document for the preliminary sq

M Activity 6.2 Define organizational scépe and boundaries

roach. Once there is ‘a management decision to include the information system bu

the ISMS scope, all-related ICT elements should be considered as well. This includes a
ation which storej process or transport critical information, assets, or which are critical

parts of the ofganization in-scepe. Information systems may span organizational or national borders.

this be the cad

e, the following'should be considered:

Liral envirenment

other

ope of

of the ICT scope and baundaries can be obtained through an information system (rathgr than

siness
| parts
to the
Should

Llatory and contractual requirements applicable to the organizations

accountability for key responsibilities

technical constraints (e.g. available bandwidth, availability of service, etc.)

Taking the above into consideration, ICT boundaries should include a description of the following when

a) socio-cult
b) legal, reg
c)

d)
applicable
a)

including various different technologies (e.g. wireless, wireline, or data/voice networks).

b) software within the organizational boundaries, that is used and controlled by the organization

c)

16

ICT hardware required by the network or networks, applications or production systems

the communications infrastructure, where responsibility for managing it is held by the organization
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d) roles and responsibilities regarding ICT hardware, network and software

If any one or more of the above bullets is not controlled by the organization, third-party dependencies should
be documented. See 6.2, Guidance.

Output
The deliverables of this activity are:
a) information exchanged within the scope and information exchanged through boundaries

b) ICT boundaries for the ISMS, including any justifications for the exclusion of ICT under the organization’s
mpnagement that have been excluded from the ISMS scope,

c) the information systems and telecommunication networks, describing what is in scope, alpng with roles
and responsibilities for these systems. Out-of-scope systems should be briefly summarised

Otherjinformation

No other specific information

6.4 Define physical scope and boundaries
Activity
The physical scope and boundaries that should be covered)by the ISMS should be defined.

Input

a) odtput from Activity 5.3 Define the preliminary ISMS scope - The document for the prelimjnary scope of
the ISMS

b) output from Activity 6.2 Define organizational scope and boundaries .

c) oytput from Activity 6.3 Define information communication technology (ICT) scope and boundaries

Guidafce

The definition of physical_scope and boundaries consists of identifying premises, locations or facilities within
an orgpnization which 'should be part of the ISMS. It is more complex to deal with information systems, which
cross physical borders that need:

a) remote fagilities

b) injerfaces to the customer’s information systems and services provided by third party servic

()

c) applicable proper interfaces and service levels.

Taking the above into consideration, physical boundaries should include a description of the following, when
applicable:

a) functions or process description taking into account their physical location and extent the organization
controls them

b) special facilities used for storing/containing ICT hardware or in-scope data (e.g. on back-up tapes) based
upon the coverage of the ICT boundaries

If any one or more of the above bullets is not controlled by the organization, third-party dependencies should
be documented. See 6.2, Guidance.
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Output

The deliverables of this activity are:

a) description of physical boundaries for the ISMS, including any justifications for the exclusion of physical
boundaries under the organization’s management that have been excluded from the ISMS scope,

b) descriptio

n of the organization and their geographical characteristics relevant to the scope.

Other information

No other specific information.

6.5
Activity
The ISMS sco|

Input

a) output fro
the ISMS

b) output fro

c) outputfro
d) outputfro
Guidance

The scope of
a datacenter g
datacenter bri
access to a csg

Output

The deliverabl
following infor

Integrate each scope and boundaries to obtain the ISMS scope and boundaries

pe and boundaries should be obtained by integrating each scope and boundaries.

M Activity 5.3 Define the preliminary ISMS scope - The document for the preliminary sq

M Activity 6.2 Define organizational scope and boundati€s
m Activity 6.3 Define information communication technology (ICT) scope and boundaries

M Activity 6.4 Define physical scope and boundaries

hn ISMS can be described and justified in many ways. For example, a physical location s
r office may be selected, and critical processes listed; each of which involve areas outsi
hging those outside areas into*scope. One such critical process could, for example, be
ntral information system.

e of this activity is’Ta document describing the scope and boundaries of the ISMS, contain
mation:

s of(the responsibility for each asset)

ope of

uch as
e that
mobile

ng the

haracteristics of the organization (its function, structure, services, assets, and the scope and

a) the key ¢
boundarie
b) thein-sc
c) the config
d) aprelimin
e) alistofin-
f)
9)
structure
h) details of
18

€ organizationat processes
uration of in-scope equipment and networks
ary list of in-scope information assets

scope ICT assets (e.g. servers)

maps of in-scope sites, indicating the physical boundaries of the ISMS.

and justification for any exclusions from the ISMS scope

roles and responsibilities descriptions within the ISMS and their relationships with the organizational
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information

No oth

er specific information.

6.6 Develop the ISMS policy and obtain approval from management

Activity

The IS

Input

MS policy should be developed and approval from the management should be obtained.

a) o\

tput from Activity 6.5 Integrate each scope and boundaries to obtain the ISMS scope ‘ah

The documented ISMS Scope and Boundaries

b) o
ol
c) o\
dd

1.

2.

jectives for implementing the ISMS

cumented:
organization requirements and information security priorities;

the initial project plan for the ISMS implementation{)with milestones, such as p
assessment, implementation, internal audits, and management review)

Guidahce

While

Hefining the ISMS policy, the following aspects,;should be considered:

E organization

i boundaries -

tput from Activity 5.2 Clarify the organization’s priorities to develop an ISMS — The¢ documented

tput from Activity 5.4 Create the business case and the project plan-for'management approval - The

erforming risk

tablish the ISMS objectives based on arganizational requirements and information seculity priorities of

ns related to

k assessment

b) egtablish the general focus and guide to action to achieve the ISMS objectives

c) cqnsider the organization’S jrequirements, legal or regulatory and contractual obligatiq
information security

d) rigk management context within the organization

e) egtablish the-¢riteria for evaluating risks (see ISO/IEC 27005:2008) and defining a rig
stfucture

f)  clarify high-level management responsibilities with regard to the ISMS

g) obtaimmmamagementapprovat:

Output

The deliverable is a document which describes the documented management-approved ISMS policy. This
document should be re-confirmed in a later phase of the project as it is dependent on the outcome of the risk
assessment.

Other

information

ISO/IEC 27005:2008 provides additional information on criteria for evaluating risks.
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7 Conducting information security requirements analysis

7.1 Overview of conducting information security requirements analysis

The analysis of the current situation in the organization is important, as there are existing requirements and
information assets that should be considered when implementing an ISMS. The activities described in this
phase can be undertaken mainly in parallel with those described in Clause 6 for reasons of efficiency and
practicality.

Objectives:

To define the refevantTequirementsto be supported by the tSMSTdentify the mformmation assets, andjobtain
the current infprmation security status within scope

ISO/IEC 2700[1:2005 reference: 4.2.1.c)1) partially, 4.2.1. d), 4.2.1. e)

The informatign collected through the information security analysis should:

a) provide management with a starting point (i.e. correct basic data)

b) identify and document conditions for the implementation

c) provide alclear and well-established understanding of the organization’s facilities
d) consider fhe particular circumstances and situation of the organization

e) identify the desired level of protection for the information

f)  determing the compilation of information needed for all or part of an enterprise within the proposed| scope
of the imglementation.

20 © ISO/IEC 2010 — All rights reserved



https://iecnorm.com/api/?name=a3566b580467828633a1d83f6ba50629

ISO/IEC 27003:2010(E)

Obtaining
management approval
for initiating an ISMS
project

Defining ISMS scope,
boundaries and ISMS
policy

Conducting information
security requirements
analysis

Conducting risk
assessment and
planning risk treatment

Design the ISMS

5 6 7 8 9
Management The ISMS Inf ti
approval for S D el
initiating ISMS cope and seclnty
Project boundaries requirements
ISMS Policy Information assets
Results from
information
security
assessment
—]=——
Timegline
befine information
gecurity requirements for)
the ISMS process
72
Information
security
requirements
Iflentify assets within
the ISMS scope
Houndaries
7.3
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classification
Conduct an information
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74
Summarized
security status o
the organization
: —p
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Figure 5 — Overview of conducting information security requirements phase
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7.2 Define information security requirements for the ISMS process

Activity
The detailed information security requirements for the ISMS process should be analyzed and defined.

Input

a) output from Activity 5.2 Clarify the organization’s priorities to develop an ISMS — The documents:

1. summarizing the objectives, information security priorities, and organization requirements for ISMS

2. list OWMMMWW&M&MD&W of the
orgamization

b) output from Activity 6.5 Integrate each scope and boundaries to obtain the ISMS scope and)boundaries -
The scopé and boundaries of the ISMS

c) output frgm Activity 6.6 Develop the ISMS policy and obtain approval from management — Thg ISMS
policy

Guidance

The first step fequires all supporting information for the ISMS to be collected.-For each organizational process
and specialist|task, a decision needs to be made in terms of how critical the information is, i.e. the lpvel of
protection required. A variety of internal conditions may affect information security, and these should be
determined. A this early stage it is not important to describe the information technology in detail. There ghould
be a basic summary of the information analyzed for an organization process and the associatgd ICT
applications anpd systems.

The analysis pf the organization’s processes provides statements about the effects of information security
incidents on the organization’s activity. In many cases it'is adequate to work with a very basic descrigtion of
the organizatipn’s processes. The processes, functions, locations, information systems and communigations
networks need to be identified and documented, if.they have not already been included as part of thg ISMS
scope.

The following should be addressed to get thetdetailed information security requirements for the ISMS:
a) preliminafy identification of important'information assets and their current information security proteftion.

b) identify visions of the organization and determine the effect of identified visions on future information
processing requirements.

c) analyze the curreni~forms of information processing, system applications, communication nefworks,
location of activitieS'and IT resources, etc.

d) identify gl eSsential requirements (e.g. legal and regulatory requirements, contractual obligations,
organizationdequirements, industry standards, customer and supplier agreements, insurance conditions
etc.).

e) identify the level of information security awareness and, from that, derive the training and education
requirements, in terms of each operational and administrative unit.

Output
The deliverables of this activity are:

a) identification of the main processes, functions, locations, information systems and communication
networks

b) information assets of the organization

c) critical processes/assets classification
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d) information security requirements derived from the organization’s legal, regulatory, and contractual
requirements

e) list of publicly known vulnerabilities that will be addressed as a result of the security requirements
f)  organization information security training and education requirements

Other information

No other specific information.

7.3 ldentify-assets-within-the ISMS-scope

Activity

The agsets to be supported by the ISMS should be identified.

Input

a) odtput from Activity 6.5 Integrate each scope and boundaries to obtain the ISMS scope anfl boundaries -
The scope and boundaries of the ISMS

b) odytput from Activity 6.6 Develop the ISMS policy and obtain“approval from management — The ISMS
palicy

c) oytput from Activity 7.2 Define information security requirements for the ISMS process
Guidahce

To ideptify the assets within the ISMS scope the*following information should be identified and listed:
a) unique name of the process

b) process description and associated-activities (created, stored, transmitted, deleted)
c) criticality of the process to theorganization (critical, important, supporting)

d) prpcess owner (organization unit)

e) prpcesses providing'input and outputs from this process

f)  IT|applicatiofs supporting the process

g) information classification (confidentiality, integrity, availability, access control, non-repudiation, and/or
otherimportant properties for organization, e.g., how long the information may be stored)

Output

The deliverables of this activity are:
a) identified information assets of the main processes of the organization within the ISMS scope
b) Information security classification of critical processes and information assets

Other information

No other specific information.
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7.4 Conduct an information security assessment

Activity

The information security assessment should be performed by comparing the current status of information

security of the

Input

a)

organization compared to the desired organization objectives.

The scope and boundaries of the ISMS

output from Activity 6.5 Integrate each scope and boundaries to obtain the ISMS scope and boundaries -

output from Activity 6.6 Develop the ISMS policy and obtain approval from management — The ISMS

b)

policy
c) outputfro
d) outputfro
Guidance

Information se
organization (
information s
management
identified defi

M Activity 7.2 Define information security requirements for the ISMS process

m Activity 7.3 Identify assets within the ISMS scope

curity assessment is the activity for identifying the existing level of information security (
urrent procedures of handling protection of information). The\fundamental purpose
bcurity assessment is to provide information supporting the )description required f

.e. the
of the
or the

system in the form of policy and guidelines. It is of course necessary to make sure that the

iencies are dealt with in parallel via a prioritized action-plan. All parties involved sho

familiar with the results of the organization analysis, standards decuments, and have access to s

management

Information s
information an

bersonnel.

pcurity assessments analyse current situationfor the organization by using the fo
d determine current status of information security’and document vulnerabilities:

a) studying background facts based upon critical processes

b) informatia

c) organizat
The results off
an important g
should be pe
organization.

Participation
knowledge of
individuals shd

a) line mang

n assets classification
onal information security requirement.

the information security assessment together with the objectives of the organization ar
art of the incentive for future work on information security. The information security assef
rfformed by an internal -or external resource with an independent status in relation

n the information security assessment should include individuals who possess a
he current environment, conditions, and what is relevant in terms of information security.
uld be selected to represent a broad spectrum across the organization and include:

gers(e:g. organization unit heads)

b)

c)

uld be
uitable

lowing

b often
sment
to the

strong
These

process Awhers (i.e. representing important organization areas)

other individuals who possess strong knowledge of the current environment, conditions, and what is

relevant in terms of information security. For example, business process users and operational,
administrative functions and legal functions.

The following actions are important for successful information security assessment:

a)

b)

Identify and list the relevant standards of the organization (e.g. ISO/IEC 27002:2005).

identify known control requirements that arise from policies, legal and regulatory requirements,

contractual obligations, findings from past audits, or findings from risk assessments done in the past.

c)

current requirements concerning its level of information security.
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use these as reference documents in order for a rough estimation to be made of the organization's
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The prioritization made in connection with the organization analysis constitutes the foundation for which
security precautions and checks (controls) should be considered.

The approach for conducting the information security assessment is as follows:

a) select the important organizational business processes and process steps concerning information
security requirements,

b) create a comprehensive flow chart covering the organization’s main processes including infrastructure
(logical and technical), if this is not already present or performed during the organization analysis.

c) discuss with suitable key personnel and analyze the organization’s current situation in relation to the
information security requirements. For example which processes are critical, how well do|they currently
work? (The results are used later in the risk assessment.)

d) degtermine control deficiencies by comparing existing controls with previeusly ideptified control
requirements.

e) cgmplete and document the current status.
Output
The dgliverable of this activity is:
a) apocument summarizing the assessed security status ofdheorganization, and evaluated vylnerabilities.

Otherlinformation

The information security assessment conducted at this stage will only deliver preliminary information about the
organigation's status of information security and(vulnerabilities, because the full set of informpation security
policiep and standards is developed at a later stage (see Clause 9), and a risk assessment hag not yet been
conducted.

8 Cpnducting risk assessment and planning risk treatment

8.1 Overview of conducting risk assessment and planning risk treatment

The implementation of (an* ISMS should address relevant information security risks. The| identification,
evalugtion and planned treatment of the risks and the selection of control objectives and controls are
important steps foraan\ISMS implementation and should be handled in this phase.

ISO/IEC 27005:2008 provides specific guidelines for Information Security Risk Management and should be
referrgd to throughout Clause 8.

5 e ISMS scope
and ISMS pollcy have been deflned and that |nformat|on assets are known as WeII as the mformatlon security
assessment results.

Objective:

To define the risk assessment methodology, identify, analyze and evaluate the information security risks for
selecting risk treatment options and selecting control objectives and controls

ISO/IEC 27001 reference 4.2.1 c)t0 4.2.1))
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Obtaining
management approval
for initiating an ISMS
project
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security requirements
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Conducting risk
assessment and
planning risk treatment

N

Design the ISMS
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Figure 6 — Overview of the risk assessment phase
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8.2 Conduct risk assessment

Activity
The risk assessment should be performed.

Input

a) outputs from Activity in clause 7 Conducting information security requirements analysis - The information
concerning:

1. summarized information security status

2| identified information assets
b) odutput from activity in clause 6 Defining ISMS scope, boundaries and ISMS policy —The dofumented:
1. ISMS scope

2. ISMS policy
c) ISO/IEC 27005:2008

Guidanhce

The pg¢rformance of a security risk assessment within the business context in support of the ISMS scope is
essentfjal for compliance and successful ISMS implementation according to ISO/IEC 27001:2005. The risk
assesgment should:

a) identify threats and their sources
b) identify existing and planned controls
c) identify vulnerabilities that can be exploitéd by threats, to cause harm to assets or to the ordanization

d) identify the consequences that losses of confidentiality, integrity, availability, non-repudiafion, and other
sqcurity requirements may have on'the assets

e) agsess the business impact that might result from anticipated or actual information security jncidents
f) agsess the likelihood of the incident scenarios

g) egtimate the level'ofirisk

h) cgmpare levéls-of risk against risk evaluation criteria and risk acceptance criteria

Participation<in® the risk assessment should include individuals who possess a strong knopledge of the
organigation’s objectives, and security understanding (e.g. good insight into what is currently relevant in terms
of thr¢ats“to the organization’s objectives). These individuals should be selected to représent a broad
spectrum across the organization. For reference, see Annex B, ‘Roles and Responsibilities’.

An organization may employ a risk assessment methodology that is project-specific, company-specific or a
sector specific standard.

Output
The deliverables of this activity are:
a) the description of risk assessment methodologies

b) the results of the risk assessment
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Other information

Annex B — information about Roles and Responsibilities.

NOTE

An incident scenario is the description of a threat exploiting a certain vulnerability or set of vulnerabilities in an

information security incident. ISO/IEC 27001 describes the occurrence of incident scenarios as “security failures". (see

ISO/IEC 27005:

2008)

8.3 Select the control objectives and controls

Activity

The options fqrttetreatment of Tisks—shoutdbe-dentifredaswettasthesetectiomof theappropriate T

should be iden

Input

a) outputfro

b) ISO/IEC 2
c) ISO/IEC 2
Guidance

It is important
treatment plan
enumerated in

The ISO/IEC
objectives ang
the additional
the selected ¢

The data give
be identified td

In the case of
controls is be
relationship be

To facilitate a
and applicable
such as electr

It is important
Therefore, ap
and external r

tified in accordance with the identified risk treatment options.

M Activity 8.2 Conduct risk assessment - The result of risk assessment
7005:2008
7002:2005

to specify the relation between the risks and the selected-options for treating them (e.g
), as this will provide a summary of risk treatment. Possible options for the treatment of ris
ISO/IEC 27001:2005 reference 4.2.1 f).

27001:2005 Annex A (normative) “Control objectives and controls” is used to select
controls for risk treatment. If there are no appropriate control objectives or controls in An

bntrols will mitigate risks as required by.the risk treatment plan.

n in ISO/IEC 27001:2005 Annex A’is not meant to be exhaustive. Sector-specific contro
support the specific needs of the-business as well as the ISMS.

risk reduction, managing the-relationship between each risk and selected control objectiv|
neficial to designing the ISMS implementation. It could be added to the list that descril
tween the risks and_the selected options for risk treatment.

to the organization's ISMS. This has the added advantage of improving business relatio
bnic outsoufcing, by providing a summary of controls in place.

to be-aware of that the summary of controls is very likely to contain sensitive inforr
propriate care should be taken when making the summary of controls available to both i

pntrols

a risk
ks are

control
nex A,

control objectives and controls should be specified and used. It is important to demonstrate how

s may

es and
es the

Ldits, the organization should compile a list of controls which have been selected as r¢levant

nships,

hation.
hternal

peipiénts. It may actually be appropriate to take the information generated as part of the c

reation

of the ISMS in

Output

0 account during the definition of assets.

The deliverables of this activity are:

a) alist with
b)
1.
2.

selected controls and control objectives

the Risk Treatment Plan, with:

A description of the relation between risks and selected risk treatment option

the case of risk reduction)

28

A description of the relation between risks and selected control objectives and controls (especially in
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information

ISO/IEC 27002:2005

8.4 Obtain management authorization for implementing and operating an ISMS

Activity

Management approval should be obtained to implement an ISMS as well document the acceptance of residual

risks.

Input

a) O

The initial management approval for the ISMS Project

b) ot
st

1.

d) ol

Ltput from Activities in 5.4 Create the business case and the project plan for managem
tputs from Activities in Clause 6 Defining ISMS scope, boundaries and ISMS_policy — Th
btements of:

the ISMS policy and objectives

the scope of the ISMS
tput from Activity 8.2 Conduct risk assessment — The documented:

description of risk assessment methodologies

the result of risk assessment

tput from Activity 8.3 Select the control objectives and controls - The Risk Treatment Plar

for ma

The p
securit
neede

GuidaEce
To obthin management approval, the documents described as the input of this subclause shou

hagement evaluation and decisions:

eparations for the Statement/of Applicability (SoA) should be included as a part of t
y management efforts. The.jevel of details in which controls are specified should meet the
] to support the organization’s management approval for the ISMS.

ent approval -

e documented

d be prepared

e information
requirements

Approyal should be obtained from high-level management for the decision to accept residual risks, and
authorjsation obtained~for' the actual operation of the ISMS. These decisions should be based upon an
assesgment of the risks”and opportunities likely to occur as a result of the implementation of| the ISMS, as
compgred with these resulting from not implementing it.

Output

The deliverables of this activity are:

a) written notice of management approval for implementing the ISMS

b) management acceptance of residual risks.

c) statement of applicability, including the control objectives and the selected controls

Other information

No other specific information.

© ISO/IEC 2010 — All rights reserved 29


https://iecnorm.com/api/?name=a3566b580467828633a1d83f6ba50629

ISO/IEC 27003:2010(E)

9 Designi

9.1

ng the ISMS

Overview of designing the ISMS

A detailed design of the ISMS project, planned activities for its implementation should now be developed. The
final ISMS project plan will be unique in its detail for the specific organization, depending on results from
previous activities as well as the results of the specific activities in the design phase described in this clause.

The specific final ISMS project implementation plan is the output of this clause. Based upon this plan, the
ISMS project can be launched in the organization as part of the very first “DO” phase of the PDCA cycle as
described in ISO/IEC 27001:2005.

It is assumed
ISMS scope

assessment &
treatment opti

The ISMS des
be noted that]
business proc
with pre-existi

that management has committed to the implementation of the ISMS which is defined
and ISMS policy. The information assets as well as the results of the information
re assumed to be available. In addition, the risk treatment plan describing -the risk
bns, with the identified selected control objectives and controls should also be-available.

ign described here focuses upon the internal structure and requirements, of the ISMS. It

in certain cases, the ISMS design may have a direct or indirect-impact on the de
psses. Likewise it should be noted that there is usually a need todntegrate ISMS comp
g management and infrastructure arrangements.

in the
ecurity
s, risk

should
5ign of
pnents

Objective:

To complete
selected risk
the controls in
ISMS-specific

ISO/IEC 2700

h

e final implementation plan for the ISMS by: designing organizational security based
atment options, as well as requirements regarding recording and documents , and de
tegrating security provisions for ICT, physical and. organizational processes, and design
requirements

1: 2005 reference: 4.2.2 a)-e), h)

on the
5igning
ng the

30
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In designing the ISMS, the following matters should be considered:

organizational security — covers the administrative aspects of information security including the
responsibility of the organization’s operation for risk treatment. This should be formed into the set of
activities resulting in the policies, objectives, processes and procedures to handle and improve
information security in relation to the organization’s needs and risks.

ICT security — covers aspects of information security specifically related to the responsibility of the ICT
operations for risk reduction. This is to fulfil the requirements set by the organization and the technical

implementation of controls to reduce risks.

a)
b)
c)
to
rig
d) IS

IS
aq

> 0N

6.
7.

The dgvelopment of the ISMS Project and-the design of its related planned implementation of g

involve
within

dialoglie with management.

To de
enviro
and ne
non-re|
amea

The ¢
structy

physical security — covers as
hanrelinrg-e ieat-env

liulfil h requireets st y the c;rgniztion ad th tchnical ipleetatin of con
S.

MS specific — covers the aspects of the different specific requirements fon-an ISMS
O/IEC 27001:2005, apart from what is covered in the other three areas:.The focus
tivities that should be conducted in the implementation to achieve an operational ISMS w
monitoring

measuring

internal ISMS auditing

training and awareness

incident management

management review

ISMS improvement including corrective and preventive actions

and make use of the skills and. experience of staff from those parts of the organization
he ISMS scope or have ISMS.related management responsibilities. The ISMS specific ag

5ign the selected controls for the risk treatment, it is crucial to design the ICT and ph
tworks but also with’operational requirements. Physical security deals with all aspects of
pudiation, physical protection of information assets and what is stored or kept in, as well

ns of proteetion for security controls itself.

bntrols.selected in activities described in clause 8.3 should be implemented according
red and detailed implementation plan, as part of the ISMS project plan. This specific pal

projec

plan should address how to handle each risk in order to achieve the control objectives

pects of information security specifically related to the respo

nsibility of the
uction. This is
rols to reduce

according to
is on certain
nich are:

ontrols should
that are either
pects requires

ysical security

ment and the organizational security environment. ICT security deals not only with informpation systems

Access control,
as being itself

to a specific
It of the ISMS
. This specific

part o

the—tSMS—project planm—is—essentiatif the—Setected—controts—are tobe property &

nd effectively

implemented. The information security management team is responsible for drawing up this specific part of
the implementation plan, which then constitutes the final ISMS project plan.
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Figure 7 — Overview of designing the ISMS phase
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9.2 Design organizational information security

9.2.1 Design of the final organizational structure for information security

- The table of

H boundaries -

t — The ISMS

Activity

The organizational functions, roles and responsibility for information security should be aligned with the risk

treatment.

Input

a) oy
ro

b) output from Activity 6.5 Integrate each scope and boundaries to obtain the ISMS scape an
The scope and boundaries of the ISMS

c) oytput from Activity 6.6 Develop the ISMS policy and obtain approval from managemen
palicy

d) output from Activity 7.2 Define information security requirements for. the ISMS process

e) output from Activity 7.3 Identify assets within the ISMS scope

f)  odtput from Activity 7.4 Conduct an information security assessment

g) odtput from Activity 8.2 Conduct risk assessment —T he results of risk assessment

h) output from Activity 8.3 Select the control objectives and controls

i) ISO/IEC 27002:2005

Guidahce

The degsign of organizational structdres and processes for internal ISMS operations should seel
and infegrate with pre-existing @reas where appropriate. Likewise, the integration of the ISM
pre-ex|sting management structures (e.g. internal audit) should be taken into account in the

process.

The ofganizational structure designed for the ISMS should reflect activities for implementation
of ISMS as well, d@ddressing, for example, the methods of monitoring and recording as a pa

operatjons.

Accordingly, ythe structure for ISMS operations should be designed based on the ¢

implenmentation by considering the following:

a)
b)

c)

to build upon
5 into broader
ISMS design

and operation
t of the ISMS

lanned ISMS

Is each role for ISMS implementation needed for ISMS operations?
Are the defined roles different from those for ISMS implementation?

What roles should be added for ISMS implementation?

For example, the following roles may be added for ISMS operations:

a)

b)

someone responsible for information security operations in each department

someone responsible for measuring the ISMS in each department
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Consideration of the points outlined in Annex B “Roles and Responsibilities” may help to decide the structure
and roles for ISMS operation by revising the structure and roles for ISMS implementation.

Output

The deliverable of this activity is a document summarizing:

a) organization structure, and its roles and responsibilities

Other information

Annex B - Infg

Annex C -Info

rmation about roles and responsibilities

mation about planning auditing

9.2.2 Design a framework for documentation of the ISMS

Activity

The records
framework thg

bnd documents in the ISMS should be controlled by identifying the requirements a
t enables fulfilling the requirements for ongoing control of records and documents in the I§

m Activity 6.5 Integrate each scope and boundaries to-obtain the ISMS scope and boung
b and boundaries of the ISMS

pe and boundary definition

m Activity 6.6 Develop the ISMS policy, and obtain approval from management — Theg

M Activity 8.4 Obtain managementiauthorization for implementing and operating an ISMS
M Activity 9.2.1Design of the.final organizational structure for information security

7002:2005

S recording includes the following activities:

ork describing principles for documentation of the ISMS, the structure of procedu
ing the JSMS, roles involved, data formats, and reporting paths for the management

Input
a) output fro
The scop
b) ISMS Scq
c) output frg
policy
d) outputfro
e) outputfro
f) ISO/IEC 2
Guidance
Designing ISM
a) a framew
documen
b)

c)

hd the

bMS.

aries -

ISMS

es for

design th¢ doCumentation requirements

design the recording requirements

The ISMS documentation should include records of management decisions; ensure that actions are traceable
to management decisions and policies, and that the recorded results are reproducible.

ISMS documents should provide the evidence that controls are selected based on the results of risk
assessment and risk treatment, and that such processes are implemented along with the ISMS policy and
objectives.

Documentation is essential for the reproducibility of results and procedures. As for selected controls, the
establishment and documentation of the procedures should have a reference to the person responsible for the
actual piece of documentation.

34
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The ISMS documentation should include the documentation as specified in ISO/IEC 27001:2005 reference:
4.3.1.

It is necessary for the ISMS documents to be managed and made available to personnel as required. This
includes the following:

a) establish the administrative procedure of the ISMS document management
b) a formal approval of documents for adequacy prior to issue
c) ensuring that changes and the current revision status of documents are identified

d) protection and control the documents as an information asset of the organization

It is inI\portant that relevant versions of applicable documents are available at points of use)| ensuring that
documents remain legible, readily identifiable, transferred, stored and ultimately, disposed of in accordance
with the procedures applicable to their classification.
In addition, ensuring that documents of external origin are identified, that the distribution of|documents is
controlled, preventing the unintended use of obsolete documents, and applying' suitable tracking to them if
they afe retained for any purpose.

Recor@ls should be created, maintained and controlled as evidence,\that the ISMS of th¢ organization
conforfns to ISO/IEC 27001:2005, and to show the effectiveness of gperations.

It is also required to keep records of implementation status for the entire PDCA phase, as wel| as records of
information security incidents and events, records of education, training, skills, experience and|qualifications,
interngdl ISMS audits, corrective and preventive actions, and organizational records.

The following tasks should be performed to control records:

a) dgcument the controls required to identify, store, protect, search, and discard data, and document its
stprage duration

b) define what should be recorded, andjto what extent, in the operational management procesges

c) when any period of retention.is-specified by relevant laws or legislation, the period of retention should be
sgt pursuant to such legal requirement.

Output
The dgliverables of this activity are:
a) apocumentsummarizing the requirements for ISMS records and documentation control

b) repasitaries and templates for the required records of the ISMS

Other information

No other specific information
9.2.3 Design the information security policy

Activity

The management's and administration‘s strategic position of the information security objectives, with respect
to the ISMS operation, should be documented.
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Input

a)

objectives and list of requirements

output from Activity 5.2 Clarify the organization’s priorities to develop an ISMS —The summarized

b) output from activity 5.4 Create the business case and the project plan for management approval — The
initial management approval for the ISMS project

c) output from Activity 6.5 Integrate each scope and boundaries to obtain the ISMS scope and boundaries -
The scope and boundaries of the ISMSI

d) output from Activity 6.6 Develop the ISMS policy and obtain approval from management — The ISMS
policy

e) output from Activity 7.2 Define information security requirements for the ISMS process

f)  output from Activity 7.3 Identify assets within the ISMS scope

g) output from Activity 7.4 Conduct an information security assessment

h) output from Activity 8.2 Conduct risk assessment — The results of risk assessmeént output from Actiyity 8.3
Select thg control objectives and controls

i)  output from Activity 9.2.1 Design of the final organizational structure for information security

j)  output from Activity 9.2.2 Design a framework for documentation of the ISMS

k) ISO/IEC 27002:2005 reference: 5.1.1

Guidance

The informatign security policy documents the organization’s strategic position with respect to the information

security objeclives throughout the organization.

The policy is drawn up based on the information and knowledge. What has been identified by management as

important in the previously conducted analysis should be made evident and emphasized in the policy i order

to provide incentive and motivation in the organization. It is also important to point out what happens if the

policy is not fpllowed. Laws and régulatory impacts that affect the organization in question should glso be

emphasized.

Examples of pn information:security policy can be drawn from reference literature, the Internet, ipterest

associations gnd industry /associations. Formulations and overtones can be drawn from annual reportq, other

policy documgnts or other documents that management supports.

There may bg different interpretations and requirements regarding the actual size of a policy. It shduld be

sufficiently su ' i i ' ition, it should

sufficiently distinguish what objectives are needed to address the set of regulations and organization
objectives.

The size and structure of the information security policy should support the documents that are used in the
next stage in the process for introducing an information security management system (see also appendix D -
Information about policy structure).

For large and complex organizations (e.g. with widely differing operational areas) it may be necessary to draw
up an overall policy and a number of underlying operationally adapted policies.

Guidance on the content of an information security policy document is provided in ISO/IEC 27002:2005
reference 5.1.1
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The proposed policy (with the version number and date) should be cross-checked and established within the
organization by the operational manager. Following establishment within the management group or equivalent,
the operational manager approves the information security policy. It is then communicated to everyone in the
organization in such a way that it is relevant, accessible and understandable for its readers.

Output
The deliverable of this activity is a document of the information security policy.

Other information

Annex B — Information about roles and responsibilities

Annex|D- Information about policy structure

9.2.4 | Develop information security standards and procedures
Activity

The information security standards and procedures addressing either the entire organization off specific parts
of it should be developed.

Input

a) odtput from Activity 6.5 Integrate each scope and boundaries’to obtain the ISMS scope anfl boundaries -
The scope and boundaries of the ISMS

b) odytput from Activity 6.6 Develop the ISMS policy~and obtain approval from management — The ISMS
palicy

c) oytput from Activity 8.2 Conduct risk assessment
d) odtput from Activity 8.3 Select the controfobjectives and controls

e) odtput from Activity 8.4 Obtain management authorization for implementing and operating an ISMS — The
Statement of applicability, including-the control objectives and the selected controls

f)  odtput from Activity 9.2.1 Design of the final organizational structure for information security|
g) odtput from Activity 9.2:2 Design a framework for documentation of the ISMS

h) output from Activity-9.2.3 Design the information security policy

i) 1S0/IEC 27002:2005

Guidanhce

In order.tg provide a foundation for the information security work within the organization, information security
stand f f i > to those who
need to know.

Representatives of different parts of the organization covered by the scope of the ISMS should participate in
the process of developing standards and procedures. Those participating should have authority and be
representative of the organization. For example, the following roles may be included:

a) information security managers,
b) representatives for physical security,
c) information Systems owners, and

d) process owners of strategic and operational areas.
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It is suggested to keep the editorial group as small as possible, with the option of appointing specialists to the
team on a temporary basis as required. Each representative should liaise actively with their own area of the
organization to provide seamless operational support. This then facilitates later refinement in the form of

procedures an

d routines at the operational level.

Security standards and procedures should then be used as a basis for designing detailed technical or
operational procedures.

A useful way to approach the development of information security standards and procedures is to consider
each point of implementation guidance in ISO/IEC 27001:2005 and ISO/IEC 27002:2005 that is deemed
applicable (based on the results of the risk assessment), and describe precisely how it should be applied.

An evaluation
can they be re

Relevant and
security stand
systems and 3

The revision 4
how informatiq

Output

a) The deliv
organizat
set of infg

b) informatid

c) informatig

Other Information

of any existing information security standards and procedures should be reviewed. For-e
fined and developed, or are do they need to be entirely replaced?

Ip to date documentation should be provided to every member of staff in scope-, The infor]
ards and procedures should apply to the entire organization or make it clear as’to whicH
reas are covered. A first version should be produced in a timely manner

nd review process should be defined at an early stage. A strategy should then be drawn
n on policy changes should be distributed.

onal security as part of the final ISMS project plan, {0yjinclude a documented framework
rmation security standards

n security standards including the baseline of the organization

n security procedures achieving the information security standards

Annex D- Info

9.3 Design

Activity

The controls f

mation about policy structure

ICT and physical information security

br ICT and physical security environments should be designed.

ample,

mation
roles,

up for

erable of this activity is a structured and detailed implementation plan for controls relgting to

of the

aries -

mActivity 6.5 Integrate each scope and boundaries to obtain the ISMS scope and bound

Input
a) output fro
The scop
b)
policy
c) outputfro
d) outputfro
e) outputfro
f)  output fro
38

oo ol + £ Ll ITal W lal
C Al U oudridarics Ul tiTc TOIVIio

m Activity 7.2 Define information security requirements for the ISMS process
m Activity 7.3 Identify assets within the ISMS scope
m Activity 7.4 Conduct an information security assessment

m Activity 8.3 Select the control objectives and controls

output from Activity 6.6 Develop the ISMS policy and obtain approval from management — The ISMS
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g) output from Activity 8.4 Obtain management authorization for implementing and operating an ISMS-
Statement of applicability, including the control objectives and the selected controls

h) ISO/IEC 27002:2005
Guidance

In this activity the following should be documented for each control, which should be a part of the ISMS project
plan:

a) name of the person responsible for implementation of a control

b) pnority of the control to be implemented

c) tapks or activities to implement controls

d) statement of the time by which the control should have been implemented

e) person to whom implementation of the control should be reported, once complete
f)  resources for implementation (manpower, resource requirements, space requirements, cos{s)
Initially, the ICT and physical security should be conceptually designed. The following should be|considered:
Respopsibilities for the initial implementation process generally/include:

a) specification of control objectives with a description.of¢he expected planned state
b) allocation of resources (workload, financial resources)

c) replistic time target for implementation of the control

d) injegration options with ICT , physicaland organizational security

After the conceptual design, actual design such as system development in order to achieve and implement the
best practice for the organizatiop-should be done. The following should be considered:

Responsibilities for the actuakimplementation process include:

a) dgsign for each of.the selected controls for ICT, physical and organizational areas at operational level of
the workplace

b) Inptantiation.of each control according to the agreed design

c) prpvision of procedures and information for security awareness promotion controls and trairfing courses

d) provision of aids and implementation of the controls at the workplace

Depending on the type of controls (ICT, physical or organizational); it may not always be appropriate or
necessary to draw a clear-cut line between the initial part and the final part of the implementation process.

The implementation of controls frequently requires cooperation between several different roles within an
organization. Thus, for example, persons with system responsibility will be needed to procure, install and
maintain technical facilities. Other roles for may be better suited to devising and documenting procedures
governing the use of systems.
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Information security should be integrated in organization-wide procedures and processes. If this proves
difficult for a part of the organization, or a third party, to implement, the relevant parties should communicate
this immediately so that a resolution can be agreed upon. Solutions to this type of issue include modifying the

procedures an

d processes, reallocating roles and responsibilities and adapting technical procedures.

The following are the results of implementing ISMS controls.

a)
of implem

b)

enting team and so on

Records and documentation of the results of implementation

Output

The deliverab
and physical s

a) detailed d
b) responsib
c) expected
d) tasks invg
€) resources

f)

Other information

ownership (reporting lines)

es of this activity is a structured and detailed implementation plan for controls relating
ecurity as part of the ISMS Project Plan, to include, for each control:

escription

ilities for design and implementation
timescales

Ived

required

No other spec
9.4 Design
9.4.1

Activity

A plan should
operation and

Input

a) output fro

Plan for management reviews

fic information.

ISMS specific information security

be developed to ensure management involvement and the commitment to review of thg
ongoing improvement.

m _Activity 6.5 Integrate each scope and boundaries to obtain the ISMS scope and bound

Implementation plan which specifies details of the implementation of controls, such as schedule, structure

to ICT

ISMS

aries -

The scop

p‘and boundaries of the ISMS

b)
policy

c)

Statement of applicability, including the control objectives and the selected controls

d)

e)

40

output from Activity 9.2.3 Design the information security policy

ISO/IEC 27004:2009

output from Activity 6.6 Develop the ISMS policy and obtain approval from management — The ISMS

output from Activity 8.4 Obtain management authorization for implementing and operating an ISMS-
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Guidance

Management review of ISMS activities should begin at the earliest stages of ISMS specification and business
case development and continue through to the regular review of ISMS operations. This close involvement
provides a means to validate the ISMS against the needs of the business and to maintain the commitment of

the business to the ISMS.

The planning of management reviews includes establishing when and how the management reviews should
be conducted. Detailed information regarding prerequisites for management reviews is given in sub-clause 7.2

of ISO/IEC 27001:2005.

To plan the review, an assessment of wh|ch roles to mvolve has to be made Management approval should be

sough

Manadgement reviews should be based upon results from ISMS measurements and other inform

ISO/IHC 27001:2005, and further information on ISMS measurements “is available
and IS|O/IEC 27004:2009.

It shodld also be noted that this should include a review of the methodology and results of ris
This should take place at planned intervals, taking into considerationsany changes in the enviror
organigation and technology.

s advisable to
view process.

aAtion collected
t to determine
ts are given in
in Annex E

assessment.
ment, such as

Plannipg for the internal ISMS audit should be done in order.to be able to regularly evaluate th¢ ISMS once it

has bgen implemented. The results of the internal ISMS* audit are important inputs of ISMS
reviewl Therefore, before management review is executed, internal ISMS audit should be
interndl ISMS audit should include the perspective’,whether the control objectives, controls, {
procedures of the ISMS are effectively implemented and maintained and conform to:

a) the requirements of ISO/IEC 27001:2005;

b) relevant legislation or regulations, and

c) the identified information secutity requirements,

(See Annex C for further infGrmation about planning auditing.)

Preconditions of management reviews are the information collected based on the implemented
ISMS. [The information provided to a management review team may include the following:

a) Inrident reports for the last period of operation

management
planned. The
rocesses and

and operated

b) VTrification of control effectiveness and identified non-conformity

c) The results of other regular checks (more detail if the checks have revealed non-compliances with policy).

d) Recommendations for improvement of the ISMS.

A plan for monitoring should document the monitoring results that should be recorded and reported to

management, (for additional information on monitoring see Annex E).
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Output

The deliverable of this activity output is a document which summarizes the plan needed for the management
review addressing:

a) inputs required to perform an ISMS management review
b) procedures for the management review covering the auditing and monitoring and measuring aspects

Other information

Annex B - Roles and Responsibilities for information security

Annex C - Infgrmation about Internal Auditing

Annex E - Infgrmation about setting up Monitoring and Measuring

9.4.2 Design information security awareness, training and education program
Activity
The Informatign security awareness, training and education program should be developed.

Input

a) output from Activity 6.5 Integrate each scope and boundaries {0 0btain the ISMS scope and boundaries -
The scopé and boundaries of the ISMS

b) output frgm Activity 6.6 Develop the ISMS policy and ‘ebtain approval from management — Thg ISMS
policy

c) output from Activity 7.2 Define information security requirements for the ISMS process- In particdlar the
organizatjons requirements for information segurity training and education

d) output frgm activity 8.4 Obtain management authorization for implementing and operating an |ISMS-
Statement of applicability, including the-control objectives and the selected controls

e) output from activity 8.3 Select the control objectives and controls - Risk treatment plan
f)  output from activity 9.2:3 Design the information security policy
g) output from activity 9:2:4 Develop information security standards and procedures

h) overview pf the-organization’s general education and training program

Guidance

Management is responsible for carrying out education and training to ensure that all personnel who are
allocated a clearly defined role have the competence to perform the operations required. Ideally, the content
of the education and training performed should help all personnel be aware of and understand the meaning
and importance of the information security activities they are involved in, and how they can contribute to
achieving the goals of the ISMS.

It is important to ensure at this point that every employee within the ISMS scope receives the necessary
security training and/or education. In large organizations, a single body of training material is generally not
sufficient, as it will contain too much data which is relevant only to specific types of job, and therefore will be
large, complex and hard to use. In these cases, it is usually appropriate to have different sets of training
material designed for each broad type of role, such as office workers, IT staff or drivers, which is customised
to their specific needs.”
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An information security awareness training and education program should ensure that records of security
training and education are generated. These records should regularly be reviewed to ensure that all personnel
have received the training that they require. A role should be made responsible for this process.

Information security training materials should be designed to tie in with other training materials used by the
organization, especially training courses provided to users of IT systems. Training in relevant aspects of
information security should ideally be integrated into every course for IT users.

Information security training material should contain the following points as a minimum, as appropriate to the
target audience:

a) risks and threats regarding information security

b) basic terms of information security

c) clear definition of a security incident: guidance as to how one may be identified and how it should be dealt
with and reported

d) information security policy, standards and procedures of the organization

e) responsibilities and reporting channels relating to information security.in’the organization
f)  guidance on how to assist in improving information security

g) gudidance on information security incidents and reporting

h) where to obtain further information.

An infgrmation security training team should be determined which may include the following tasKs:
a) creating and managing training records
b) creating and managing training materials;
c) cgrrying out training

These| tasks may be allocated using existing training staff. But the existing staff may requjre substantial
training in information security'concepts to ensure that these are presented effectively and accufately.

An infgrmation security-awareness, training and education program should include a procedure(to ensure that

the training materials are reviewed and updated regularly. A role should be made explicitly nesponsible for
reviewjng and updating training materials.

Output

The dgliverables of this activity are:

a) information security awareness, education and training materials
b) formation of information security awareness education and training, including roles and responsibilities
c) plans for information security awareness, education and training

d) actual records showing the results of information security awareness, education and training of
employees

Other information

No other specific information.
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9.5 Produce the final ISMS project plan

Activity

The ISMS project plan should be finalized including the activities necessary to implement selected controls.

Input

a)

The scope and boundaries of the ISMS

output from Activity 6.5 Integrate each scope and boundaries to obtain the ISMS scope and boundaries -

output from Activity 6.6 Develop the ISMS policy and obtain approval from management — The ISMS

b)

policy
c) outputfro
d) outputfro
e) outputfro
f) ISO/IEC %
Guidance

The activities
formalized in
plan may alsd
Project involve
to responsiblg
organization.

As with all prg
resources hay

Output

The deliverabl

M Activity 9.2 — Design Organizational Information Security
M Activity 9.3 — Design ICT and Physical Information Security
M Activity 9.4 — Design ISMS specific Information Security

7002:2005

required to implement selected controls and carry out,other ISMS related activities sha
h detailed implementation plan as part of the final ISMS project. The detailed impleme
be supported by descriptions of proposed implementation tools and methods. As an
s many different roles in the organization, it is important that the activities are clearly as
parties, and that the plan is communicated both early in the project, and throughd

jects, it is of course essential that the person responsible for the project ensures that su
e been allocated to the project.

e of this activity is the final ISMS project implementation plan.

Other information

No other spec

fic information.

uld be
htation
ISMS
signed
ut the

fficient
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Purpose:

Annex A

(informative)

Checklist description

ISO/IEC 27003:2010(E)

to provide a checklist of activities required to establish and implement an ISMS

to support monitoring of progress for an ISMS implementation

Map related ISMS implementation activities to respective ISO/IEC 27001 requiréements

Implementation a5 Activity, reference ISO/IEC 27003 b0 Documented Output Reference
Phasgq % 2 i@ to

5 Q= ISO/IEC
ISO/IEEC 27003 < s 27001
5 Obtgining 1. Gather  corporation  business | None List of corporation N/A
Management objectives business objectives
Appragval for the
implementation of |2. Gain understanding of exisfing|None |Description of existing |N/A
ISMS management systems management systems$

3. 5.2 Define objectives, information |1, 2 Summary of the N/A
security needs; business objectives, informatioh
requirements for |[SMS security needs and

business requirements
for the ISMS

4, Gather: relevant regulatory, | None Summary of N/A
compliance, and industry regulatory, compliance
standards applicable to the and industry standards
corporation that are applicable to

the corporation
5: 5.3 Define preliminary ISMS|3, 4 Description of N/A
scope preliminary scope of
ISMS (5.3.1)
Definition of ISMS N/A
roles and
responsibilities (5.3.2)

6. 5.4 Create the business case and |5 Business case and N/A
the project plan for management proposed project plan
approval

7. 5.5 Obtain management approval | 6 Management approval [N/A
and commitment to initiate a to initiate a project to
project to implement an ISMS implement an ISMS
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Implementation
Phase

ISO/IEC 27003

Step
number

Activity, reference ISO/IEC 27003

Requisite

Reference
to
ISO/IEC
27001

Documented Output

6 Defining ISMS
Scope and ISMS
Policy

6.2 Define
boundaries

organizational

~N|  Step Pre-

4.2.1.a)
(partially)

e Description of
organizational
boundaries

e Organization’s
functions and
structure

e information
exchange through
boundaries

o Business
processes and the
responsibilities for
thexinformation
assets of the
scope and outside
scope

6.3 Define
communication
boundaries

information
technology

7

4.2.1.a)
(partially)

e Description of ICT
boundaries

e Description of
information
systems and
telecommunication
networks
describing the
inside and the
outside of the
scope

10.

6.4\ Define physical boundaries

4.2.1.a)

e Description of i
(partially)

physical
boundaries for the
ISMS

e Description of the
organization and

ti |ci| YCuyl dp; Iibai
characteristics
describing the
internal and
external scope

11.

6.5 Finalize boundaries for ISMS
scope

8,910

A document describing
the scope and
boundaries of the
ISMS

421.a)

12.

6.6 Develop the ISMS policy

11

Management-approved
ISMS Policy

42.1Db)

46
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Implementation a5 Activity, reference ISO/IEC 27003 b0 Documented Output Reference
Phase % 2 i@ to
5 Q= ISO/IEC
ISO/IEC 27003 < s 27001
7 Conducting 13. 7.2 Define information security|12 e« List of the main|N/A
Organization requirements  supporting  the processes,
Analysis ISMS functions, location,
information
systems,
communication
networks
Organization’s N/A
requirements
addressing
confidentiality,
availabjlity, and
integrity
Organization’s 4.21.c)
requirements 1)
addressing legal and| |partially
regulatory, contractugl
and business
information security
requirements
List of known 4.2.1.d)
vulnerabilities to the 3)
organization
14. 7.3 ldentify~assets within the[13 Description of the majn [ N/A
ISMS scope processes of the
organization
Identification of 4.2.1.d)
Information assets of| |1)
the main processes of
the organization
Critical N/A
processes/assets
classification
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objectives and controls
for risk reduction

Implementation a5 Activity, reference ISO/IEC 27003 b o Documented Output Reference
Phase % 2 i® to
5 az ISO/IEC
ISO/IEC 27003 < e 27001
15. 7.4 Generate an information|14 e Document of 4.2.1.e)
security assessment organization’s 2)
actual information | partially
security status and
evaluation,
including existing
information
security controls
e Document of
organization’s
assessed and
evaluated
deficiencies
8 Conducting|Risk |[16. 8.2 Conduct risk assessment 15 e Scope for risk 4.2.1.c)
Assessment and assessment 1)
Selecting Ris
Treatment Options o  Approved risk
assessment
methodology,
aligned with
organization’s
strategic risk
management
context
¢ Risk acceptance
criteria
17. 8.3 Select-the control objectives|16 Documented high-level |4.2.1.e)
& controls risk assessment 3)
partiglly;
Identify the need for N/A
additional in-depth risk
assessment
Documented in-depth |4.2.1.e)
risk assessment 3)
part ||y
Aggregated results of | N/A
risk assessment
18. 8.4 Obtain management approval |17 Risks and their 4.2.1.1)
for implementing an ISMS identified options for
risk treatment
Selected control |4.2.1.9)
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Implementation
Phase

ISO/IEC 27003

Step
number

Activity, reference ISO/IEC 27003

Step Pre-
Requisite

Documented Output

Reference
to
ISO/IEC
27001

Management approval of residual
risks

N
oo

Documented
management approval
of the proposed
residual risks (should
be output of 8.4)

4.2.1.h)

20.

Management authorization of to

Documented

implement and operate the ISMS

management
authorization (o}
implement and)operate
ISMS  (should e
output of 8:4)

42.11)

21.

Prepare statement of applicability

Statement of
Applicability

42.1))

9 Desjgning the
ISMS

22.

9.2 Design organizational security

20

N

Organization structur
and its information
security related roles
and responsibilities

5.1.c)

e |dentification of
ISMS-related
documentation

e Templates for
ISMS records andl
instructions for
their use and
storage

43

Information security
policy document

ISO/IEC
27002;
5.1.1

>

Baseline of informatid
security policies and
procedures (and if
applicable plans for
developing specific

P~V

etc.)

23.

9.3 Design
Security

ICT and physical

20, 21

¢ Implementation

project plans for
the implementation
process for the
selected  security
controls for ICT
and physical
information
security

42.2.0)

partially
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Activity, reference ISO/IEC 27003 Documented Output Reference

Implementation a5 b o
Phase % 2 i® to
5 az ISO/IEC
ISO/IEC 27003 < e 27001
24. 9.4 Design ISMS specific|22,23 |Procedures describing |7.1
information security the the reporting and
management review
processes
25. e Descriptions for 4.2.3.a)
auditing partially
monitoring and 42.3.b)
measuring partiglly; 6
26. e A Training and 5.2.2
Awareness
Program
27. 9.5 Produce the final ISMS|25 Management-approved [ N/A
project plan Implementation project
plan.for the
implementation
processes
28. The final ISMS project plan 28 An ISMS organization |N/A
specific

implementation project
plan covering the
planned execution of
activities for
organizational, ICT and
Physical information
security as well as
ISMS specific
requirements for
implementing an ISMS
according to the results
of the activities
covered in ISO/IEC
27003
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Annex B
(informative)

Roles and responsibilities for Information Security

This annex provides additional guidance on roles and responsibility within an organization related to
information security. The roles are first given in the organizational view for implementing an ISMS. A table
summarizes this information and presents general examples of roles and responsibilities.

1. Rolg of the Information Security Committee

The ir
inform
should
neces

htion security committee should be responsible for handling the organization’syinformatiq
have a sufficient understanding of information security for directing, monitoring, a
bary tasks.

formation security committee should have a leading role for the ISMS in an-organization. The

n assets, and
nd completing

The fol]lowing are examples of possible information security committee roles!

a) Completion of risk management, establishing the plan for the ISMS documents, being responsible for
determining the contents of these documents and acquiring aceeptance from the managemgnt

b) Planning the purchase of new equipment and/or deciding the reuse of existing equipment that the
organization already possesses

c) Handling any problems that may arise

d) Considering improvements arising from following implementation and measurement of the IEBMS

e) Gijve strategic direction to the ISMS (both;during the implementation project and in operatiof), and

f) ligison between senior managementand the implementation project team and information decurity people.

2. Rolgs for the Information Security Planning Team

members who

have enough
ow to handle
ope, so there
red to work as
Linication skills
it security.

The project team responsible, for the ISMS, when planning the project, should be assisted by
have a@ broad understanding of the important information assets within the ISMS scope, and
knowlgdge to consider jhow to handle this information. For example, when determining h
informption assets,_there might be different opinions among departments within the ISMS s¢
might be a need to-adjust the positive and negative effects of the plan. The project team is requ
a coorflinator of conflicts across departmental boundaries. To do this, its members need comm
foundgqd on-their experiences and coordination abilities, as well as high levels of knowledge abo

3. Specialists and External Consultants

An organization should select members for the duties above (if possible, members with one exclusive role)
before establishing the ISMS. However, the members need to have broad knowledge and experience in the
field of information security such as "IT," "managerial decisions" and "an understanding of the organization”.
The people responsible for given operations in an organization may know their specific fields best. The many
specialists who are experts in specific fields in their organization should be referred to in terms of ISMS as it
relates to use in their specific fields. It is important to also have a balance of this expertise with the broad
knowledge needed to meet the organization objectives. External consultants can give advice based on their
macroscopic points of view of an organization and experience from other similar occasions, even though they
generally do not necessarily have in depth knowledge about the organization’s specifics and operational
details of an organization. The terms that are used in the above examples, such as the Information Security
Committee and the Information Security Planning Team, are not important. Only the function of each structure
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should be understood. Ideally there should be internal structures to coordinate the organization’s information
security, communicating and working closely with each technical department.

4. Information Asset owners

A person should be appointed for each organization process and specialist application; this person acts as the
so-called "information asset owner" for all information security issues relating to processing data within this
particular organization process. The contact person or process owner is responsible, for example, for
delegating tasks and handling information within the organization processes to which they have been
assigned.

In case of risk sharing, risk avoidance and risk retention, the necessary actions should be taken from the
organizational|security aspects. If the decision has been made to transfer risks, the appropriate actions should
be taken, using contracts, insurance arrangements and organizational structure such as partnership.and joint
ventures.

Figure B.1 shows an example of the organizational structure for establishing the ISMS. The-main roles and
responsibilitie$ of the organization given below are based on this example.

Management
* Issue a letter of

appointment J L
* Endorse

Information security
committee

¢ Adjust
* Endorse
|] Information security planning
Specialists team
External consultants

Advise I I

System Human resources Administrative
department department department
Accounting Audit Building and facilities
department department management department

Figure B.1 — Example Organizational Structure for Establishing the ISMS

Interaction with.the organization

All parties involved should review and become very familiar with the current requirements for protecting the
organization’s assets. Participation in organizational analysis should include individuals who possess a strong
knowledge of the organization and the environment in which it operates. These individuals should be selected
to represent a broad spectrum across the organization and include:

a) senior management (e.g. COO and CFO)

b) members of the Information Security Committee

c) members of the Information Security Planning Team

d) line managers (e.g. organization unit heads)
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e) process owners (i.e. representing important operational areas)
f)

specialists and external consultants

Examples of general roles and responsibilities related to information security

Information security is a wide area that affects the whole organization. As such, clearly defined security
responsibilities are essential for a successful implementation. As security related roles and responsibilities
vary, an understanding of the different roles is fundamental for understanding some of the activities described
later in this International Standard. The table below outlines security related roles and responsibilities. It
should be noted that these roles are general, and specific descriptions are needed for each individual

implementation of an ISMS.

Table B.1 — List of exemplified Roles and Responsibilities for Information Security

Role

Brief Description of Responsibility

Senio
CSO

' Management (e.g. COO, CEO,
hnd CFO)

for vision, strategic decisions and goordinates actiy
and control the organization.

ities to direct

Line Nlanagers

has the top responsibility for.organizational functions

Chief

nformation Security Officer

has the overall responsibility and governance fg
security ensuring the eorrect handling of information

r information
assets.

Inforn
of)

ation Security Committee (member

handling the information assets and has a leading role for the

ISMS in the organization.

Inforn
(mem

ation Security Planning Team
ber of)

During operations while the ISMS is being ests
planning-team works across departments and resq
until thé ISMS is established.

blished. The
lves conflicts

Stake

holder

In~ the context of the other roles’ description
information security, the stakeholder is primarily he
persons/bodies outside the normal operations —
board, owners (both in terms of organizational q
organization is part of a group or a government
and/or direct owners such as shareholders
organization). Other examples of stakeholders coul
companies, clients, suppliers or more public organ
as governmental financial control agencies or r
exchange, if the organization is listed.

5 concerning
re defined as
such as the
wners if the
organization,
n a private
H be affiliated
izations such
blevant stock

Syste

m administrator

The system administrator is responsible for an IT sys

tem.

IT Ma

hager

The manager of all IT resources (e.g. IT department

Manager)

Physical Security

The person responsible for the physical security, e.g. buildings

etc., often referred to as a Facility Manager.

Risk Management

The person/persons responsible for the organ

ization’s risk

management framework including risk evaluation, risk treatment

and risk monitoring.

Legal

Advisor

Many information security risks have legal aspects

and the legal

advisor is responsible for taking these into consideration.

Human Resources

The person/persons with overall responsibility for the staff.
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Role Brief Description of Responsibility

Archive All organizations have archives containing vital information that
needs to be stored for the long term. The information may be
located on multiple types of media and a specific person should
be responsible for the security of this storage.

Personal Data If required by national law, there may be a person responsible for
being the contact for data inspection board or similar official
organization that oversees personal integrity and privacy issues.

System developer If an organization develops their own information systems,
someone has the responsibility Tor this development.

Specialist / Expert The specialists and experts responsible for some opgrationg in an
organization should be referred to in terms of their intention|{about
ISMS matters as it relates to use in their specific-fields.

External Consultant External consultants can give advice based,on their macrogcopic
points of view of an organization and “industry experjence.
However, consultants may not have the-depth knowledge [of the
organization and operations of the organization.

Employee / Staff / User Each employee is equally responsible for maintaining information
security in the workplace and-in.his/her environment.

Auditor The auditor is responsijble)for assessing and evaluating the ISMS.
Trainer The trainer implements training and awareness programs.
Local IT or IS|responsible In a larger organization there is often somebody in the local

organization that has local responsibility for IT matterq, and
possibly forinformation security as well.

Champion (Influential Person) This(is not a responsible role as such, but in a larger organization
it /may be of great help in the implementing stage to have people
who have a deep knowledge about the implementation |of an
ISMS and can support the understanding and reasons behind the
implementation. They may influence the opinion in a positive way
and may also be called “Ambassadors”.
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