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INTERNATIONAL ELECTROTECHNICAL COMMISSION

SECURITY FOR INDUSTRIAL AUTOMATION AND CONTROL SYSTEMS -

Part 3-2: Security risk assessment for system design

FOREWORD

1) |The International Electrotechnical Commission (IEC) is a worldwide organization for standardization-compriding
all national electrotechnical committees (IEC National Committees). The object of IEC is .tos promote
international co-operation on all questions concerning standardization in the electrical and electronic fields.| To
this end and in addition to other activities, IEC publishes International Standards, Technicak Specificatigns,
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as “|EC
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee interedqted
in the subject dealt with may participate in this preparatory work. International, (goyernmental and non-
governmental organizations liaising with the IEC also participate in this preparatiom.{EC collaborates clogely
with the International Organization for Standardization (ISO) in accordance with conditions determined| by
agreement between the two organizations.

2) [The formal decisions or agreements of IEC on technical matters express, as(mearly as possible, an internatignal
consensus of opinion on the relevant subjects since each technical committee has representation from| all
interested IEC National Committees.

3) |IEC Publications have the form of recommendations for international use and are accepted by IEC Natignal
Committees in that sense. While all reasonable efforts are made<to“ensure that the technical content of |EC
Publications is accurate, IEC cannot be held responsible for ‘the way in which they are used or for pny
misinterpretation by any end user.

4) |In order to promote international uniformity, IEC National“Committees undertake to apply IEC Publicatipns
transparently to the maximum extent possible in their national and regional publications. Any divergepce
between any IEC Publication and the correspondingcnational or regional publication shall be clearly indicatedl in
the latter.

5) |IEC itself does not provide any attestation of,conformity. Independent certification bodies provide conforrity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for pny
services carried out by independent certification bodies.

6) |All users should ensure that they have the'latest edition of this publication.

7) No liability shall attach to IEC or its\directors, employees, servants or agents including individual experts gnd
members of its technical committees and IEC National Committees for any personal injury, property damage¢ or
other damage of any nature<whatsoever, whether direct or indirect, or for costs (including legal fees) fand
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other |EC
Publications.

8) |Attention is drawn to_the 'Normative references cited in this publication. Use of the referenced publication$ is
indispensable for the correct application of this publication.

9) |Attention is drawn-to the possibility that some of the elements of this IEC Publication may be the subject of
patent rights, 4EC' shall not be held responsible for identifying any or all such patent rights.

Internationall Standard IEC 62443-3-2 has been prepared by IEC technical committee $5:
Industrial~process measurement, control and automation.

Thetextofthis standard s based on the TONnowIing aocuments:

FDIS Report on voting
65/799/FDIS 65/804/RVD

Full information on the voting for the approval of this International Standard can be found in
the report on voting indicated in the above table.

This document has been drafted in accordance with the ISO/IEC Directives, Part 2.

A list of all parts in the IEC 62443 series, published under the general title Security for
industrial automation and control systems, can be found on the IEC website.
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The committee has decided that the contents of this document will remain unchanged until the
stability date indicated on the IEC website under "http://webstore.iec.ch" in the data related to
the specific document. At this date, the document will be

e reconfirmed,

e withdrawn,

e replaced by a revised edition, or

e amended.

INNPORTANT - The 'colour inside’ logo on the cover page of this publication indicatgs
that it contains colours which are considered to be useful for the\-corregt
uhderstanding of its contents. Users should therefore print this document using|a
colour printer.
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INTRODUCTION

There is no simple recipe for how to secure an industrial automation and control system (IACS)
and there is good reason for this. It is because security is a matter of risk management. Every
IACS presents a different risk to the organization depending upon the threats it is exposed to,
the likelihood of those threats arising, the inherent vulnerabilities in the system and the
consequences if the system were to be compromised. Furthermore, every organization that
owns and operates an IACS has a different tolerance for risk.

This document strives to define a set of engineering measures that will guide an organizatjon
thrpugh the process of assessing the risk of a particular IACS and identifying and apply|ng
segurity countermeasures to reduce that risk to tolerable levels.

A key concept in this document is the application of IACS security zones and conduits. Zorjes
ang conduits are introduced in IEC TS 62443-1-1.

Th|s document has been developed in cooperation with the ISA99 liaison. ISA99 is the
committee on Industrial Automation and Control Systems Security of the_International Socigty
of Automation (ISA).

The audience for this document is intended to include the asset owner, system integrafor,
prqduct supplier, service provider, and compliance authority;

Th|s document provides a basis for specifying security countermeasures by aligning the target
segurity levels (SL-Ts) identified in this document with the required capability security levgls
(SKL-Cs) specified in IEC 62443-3-3.
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SECURITY FOR INDUSTRIAL AUTOMATION AND CONTROL SYSTEMS -
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Paft 3-3: System security requirements and'security levels

Part 3-2: Security risk assessment for system design

Scope

s part of IEC 62443 establishes requirements for:

system (IACS);

partitioning the SUC into zones and conduits;

assessing risk for each zone and conduit;

establishing the target security level (SL-T) for each zone and conduit;and

documenting the security requirements.
Normative references

e following documents are referred to in the text in sueh a way that some or all of th
htent constitutes requirements of this document. Fop 'dated references, only the edit
ed applies. For undated references, the latest editioh of the referenced document (includ
amendments) applies.

[ 62443-3-3:2013, Industrial communication’ networks — Network and system security

defining a system under consideration (SUC) for an industrial automation and\. confrol

eir
on
ng
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COMMISSION ELECTROTECHNIQUE INTERNATIONALE

SECURITE DES SYSTEMES D'AUTOMATISATION
ET DE COMMANDE INDUSTRIELS -

Partie 3-2: Evaluation des risques de sécurité

pour la conception des systemes

AVANT-PROPOS

La Commission Electrotechnique Internationale (IEC) est une organisation mondiale de ‘normalisa
composée de I'ensemble des comités électrotechniques nationaux (Comités nationaux de IAEC). L'IEC a p
objet de favoriser la coopération internationale pour toutes les questions de normalisatiof’;dans les domai
de I'électricité et de I'électronique. A cet effet, I'lIEC — entre autres activités (% publie des Norr
internationales, des Spécifications techniques, des Rapports techniques, des Spécifications accessibles
public (PAS) et des Guides (ci-aprés dénommés "Publication(s) de I'l[EC"). Leur€élaboration est confiée a
comités d'études, aux travaux desquels tout Comité national intéressé par le Sujet traité peut participer.
organisations internationales, gouvernementales et non gouvernementales, en liaison avec I'lEC, particip
également aux travaux. L'IEC collabore étroitement avec I'Organisation Interpationale de Normalisation (I§
selon des conditions fixées par accord entre les deux organisations.

ion
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Les décisions ou accords officiels de I'lEC concernant les questions’techniques représentent, dans la medure

du possible, un accord international sur les sujets étudiés, étant donné que les Comités nationaux de I’
intéressés sont représentés dans chaque comité d’études.

Les Publications de 'lEC se présentent sous la forme de_feCommandations internationales et sont agré
comme telles par les Comités nationaux de I'lEC. Tous Iés efforts raisonnables sont entrepris afin que I’
s'assure de I'exactitude du contenu technique de ses publications; 'lEC ne peut pas étre tenue responsable
I'éventuelle mauvaise utilisation ou interprétation qui eh.est faite par un quelconque utilisateur final.

Dans le but d'encourager I'uniformité internationale,les Comités nationaux de I'lEC s'engagent, dans tout
mesure possible, a appliquer de fagon transparente’les Publications de I'lEC dans leurs publications nationd
et régionales. Toutes divergences entre toutes Publications de I'lEC et toutes publications nationales
régionales correspondantes doivent étre indiquées en termes clairs dans ces derniéres.

L'IEC elle-méme ne fournit aucune attestation de conformité. Des organismes de certification indépends
fournissent des services d'évaluation_de conformité et, dans certains secteurs, accédent aux marques
conformité de I'lEC. L’IEC n'est responsable d'aucun des services effectués par les organismes de certifica
indépendants.

Tous les utilisateurs doivent,s"assurer qu'ils sont en possession de la derniére édition de cette publication.

Aucune responsabilité ne doit étre imputée a I'lEC, a ses administrateurs, employés, auxiliaires
mandataires, y compris\\ses experts particuliers et les membres de ses comités d'études et des Com
nationaux de I'lEC, jpour tout préjudice causé en cas de dommages corporels et matériels, ou de tout a
dommage de quelque~-hature que ce soit, directe ou indirecte, ou pour supporter les colts (y compris les f
de justice) et les dépenses découlant de la publication ou de I'utilisation de cette Publication de I'lEC ou
toute autre Publication de I'lEC, ou au crédit qui lui est accordé.

L'attentiop~est attirée sur les références normatives citées dans cette publication. L'utilisation de publicati
référencées’ est obligatoire pour une application correcte de la présente publication.

L’attention est attirée sur le fait que certains des éléments de la présente Publication de I'lEC peuvent f
I'objet de droits de brevet. L'IEC ne saurait étre tenue pour responsable de ne pas avoir identifié de tels dr|
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devbrevets et de ne pas avoir signalé leur existence

La Norme internationale |IEC 62443-3-2 a été établie par le comité d’études 65 de I'lEC:
Mesure, commande et automation dans les processus industriels.

La présente version bilingue (2020-07) correspond a la version anglaise monolingue publiée
en 2020-06.

La version frangaise de cette norme n'a pas été soumise au vote.

Ce document a été rédigé selon les Directives ISO/IEC, Partie 2.
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